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Think yltnereffiD 
Gerald Trites, Editor in Chief 

Keeping up with change is something we all have to do. The times, after all, are changing. This is 
not new. Fifty or sixty years ago, the profession talked about change being the new constant – 
and how we needed to adapt to it. 

In recent years, the pace of change has sped up, largely because of technology, but also 
because of changing social customs and mores. Virtually all aspects of our professional and 
private lives have been affected, and keeping up with the changes is a challenge. 

We focus on the impact of change in this magazine. But we recognize that the pace of change 
calls for new solutions to the way we work and live. The old ways of finding solutions no longer 
work. 

All of the authors in this issue illustrate how to think differently. 

Gregory Shields points out that audit standards are falling short of the ever-changing needs of 
society. Although important work is being done by groups like the Audit Data AnalytIcs group, 
to understand the growing volumes of data available to auditors and how they can go about 
using it to enhance their work, there seems to be a reluctance within the profession to update 
the standards to keep up. They say the old analytics will work. But they need to think differently 
about data analytics. 

Similarly, Allan Willis points to the need for corporate reporting to extend beyond financial 
reporting, in particular the need for more effective reporting to recognize the growing impact 
of environmental concerns on corporate well-being. Companies have been providing 
environmental information for years, but they need to think differently. 

And Eric Cohen shows how rules around data privacy and confidentiality need to be updated to 
reflect the new challenges of the age of technology. Privacy and confidentiality have been 
concerns for centuries, but now we need to think differently about them. 

Audit standards, reporting standards, data privacy and confidentiality – all are fundamental to 
the accounting profession. All are areas in which a failure to keep pace with the changing 
demands of society could be fatal. Different ways of thinking are needed. 

⚮ 
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Making Auditing Standards Fit-for-Purpose in a High-Tech World 
By Gregory Shields, CPA 

CPA Canada’s recently 
completed phase I of 
its Foresight: 
Reimagining the 
Profession initiative 
makes an urgent case 
for changing – and 
quickly – how auditing 
standards are currently developed and 
implemented.1 Making the point even more 
emphatically, the retiring chair of the 
International Auditing and Assurance Standards Board (IAASB), Prof. Arnold Schilder, has said 
“...the world continues to change at an ever-increasing rate, with complexity becoming more 
prominent, in particular in relation to technology. Thus, there is some urgency to deal with 
changes that are needed to keep the standards relevant and fit-for-purpose.”2  

Auditing standards urgently need to change in two respects. First, they should reflect that the 
vast majority of entities being audited already make significant use of technology in their 
operations and in preparing financial statements. Such use will continue to grow rapidly and 
become more complex. Second, the standards need to be revised to strongly promote – and 
perhaps require – the use of automated audit procedures, including data analytics. Despite 
leaders of the accounting profession calling for action now, however, auditors in general do not 
appear to share this sense of urgency. They may express agreement with the concept of a need 
for change in the near term, but resist any significant revisions of standards that would make 
such changes a reality. For example, in 2016, the IAASB Issued a Request for Input (RFI) on the 
growing use of technology in audits, especially data analytics.3 IAASB’s Feedback Statement on 
this RFI states that “most respondents believe that the principles in the extant ISAs are still 
appropriate and accommodate the use of data analytics, and caution against prematurely 
rushing to change requirements in the standards.”  

Even if there was widespread desire for rapid 
change, the current standard-setting process 
would not permit it. The Monitoring Group’s 
2017 consultation included a question on the 
timeliness of standard setting and how it 
might be improved.4 Responses to this 
consultation paper show that many auditors 
do not appear to see a need, let alone an 

urgent need, to speed up the standard-setting process. The strong preference seems to be to 
develop non-authoritative guidance that is useful but, unlike requirements in standards, can be 
ignored. 

Gregory is a member of the board of directors 
of the University of Waterloo Centre for 
Information Integrity and Information Systems 
Assurance (UWCISA). He is also a member of 
CPA Canada’s Audit Data Analytics Committee. 
Before his retirement, he was CPA Canada 
Director, Auditing and Assurance Standards. His 
recent projects include developing non-
authoritative auditing guidance on data 
analytics, cryptocurrencies, and accounting 
estimates.

Auditing standards urgently need to change. 
They should reflect that the vast majority of 
entities being audited already makes significant 
use of technology in their operations and in 
preparing financial statements. Such use will 
continue to grow rapidly and become more 
complex. 
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Set out below is a brief overview of the recent history of recognizing technology matters in 
international auditing standards and where the IAASB seems to be headed. There are also 
suggestions as to why the process to reflect technology in standards has been so slow and why 
auditors should be required to use automated procedures in assessing risks of material 
misstatement.   

Discuss, debate, procrastinate 

Exhibit 1 shows some key dates and IAASB activities relevant to clearly recognizing in standards 
that most audited entities use IT and that auditors use, or should use, data analytics. Various 
other technological advances are increasingly affecting audits including, for example, 
blockchain and artificial intelligence (AI). These are not discussed here, although some data 
analytics may be based on use of AI.  

Starting on a positive note, Series 2 of the June 2019 IAASB agenda papers set out some 
proposed revisions to ISA 315, Identifying and Assessing the Risks of Material Misstatement, to 
incorporate matters related to information technology.5 These include, for example, a new 
requirement to assess risks related to IT, and a number of application and explanatory material 
paragraphs addressing the auditor’s understanding of the audited entity’s use of IT.6 These 
proposed changes are a useful step in the right direction.  

Revised ISA 315 is expected to be approved in September 2019. The problem is the time it took 
to make these changes. The effective date has not yet been discussed but, based on precedent, 
the revised standard would apply to year-end work performed in early 2022. Information 
gathering for this project started in March 2016.7 Although the six years from project start to 
application is relatively short compared to some projects, some might quite rightly view this as 
far too long a timeframe. 

The IAASB also plans to modernize other standards 
to reflect the effects of ever-changing technology. 
Agenda item 7 for the IAASB’s June 2019 meeting 
discussed possible revisions to ISA 500, Audit 
Evidence. If everything were to go according to 
plan, an exposure draft of the revised ISA 500 
would be approved in March 2021.8 The exposure 

draft period would likely be the usual 90 days, and addressing comments could take another 18 
months (based, for example, on the time taken to finalize revised ISA 540). Final approval could 
take place in late 2022 and be effective for years beginning on or after December 15, 2023. The 
revised standards would be applied in year-end audit work starting in early 2025. It seems quite 
shocking that this would be more than 10 years after the initial formation of the Technology 
Working Group to specifically focus IAASB’s attention on important technology issues. 

Communication among firms may be 
stifled because firms who have made 
technological advances understandably do 
not want to jeopardize their competitive 
advantage in the auditing marketplace. 
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Exhibit 1 – Slow Pace of Change 

September 
2014 

Decision to form the IAASB Technology Working 
Group (formerly the Data Analytics Working Group).9 

September 
2016 

Publication of the Request for Input (RFI) titled 
Exploring the Growing Use of Technology in the 
Audit, With a Focus on Data Analytics.10 Response 
deadline: February 15, 2017. 

January 2018 Feedback Statement on the September 2016 
Request for Input.11 

October 
2018 

Revised ISA 540, Auditing Accounting Estimates and 
Related Disclosures, approved.12 

• No reference to auditor use of data analytics or
other automated audit procedures.

• Effective date: Audits of financial statements for
years beginning on or after December 15, 2019.

June 2019 IAASB agenda papers Series 2 presented on the 
possible revisions to ISA 315, Identifying and 
Assessing the Risks of Material Misstatement.13 

• Planned approval date: September 2019.

• Planned effective date – not yet discussed.

• One proposed requirement to assess risks
related to IT.

• No requirement to use data analytics or other
automated procedures in identifying and
assessing risks.

• Several application and explanatory material
paragraphs on the use of automated tools and
techniques.

• Appendix 5 – Considerations for understanding
IT.

• Appendix 6 – Considerations for understanding
general IT controls.
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Long delays in reaching consensus on 
revisions to standards are the result of 
the lack of specific stakeholder input. 

 IAASB agenda paper 7 presented on a possible 
project to address technology issues such as: 

• Revising ISA 500, Audit Evidence.  

• Planned project proposal approval date: 
September 2019. 

• Planned exposure draft approval date: March 
2021. 

• Developing non-authoritative guidance. 

• Revising aspects of other standards. Likely time 
for completion – 5 years.14  

 

Agenda item 7 also discussed what is described as a possible targeted project to address 
relevant aspects of technology across all the ISAs. Paragraph 30 of the Agenda item notes that, 
since not all ISAs are likely to be revised in the near future, a project to update the ISAs to 
reflect the effect of technology would ensure that technology is addressed across the ISAs more 
promptly. But, then, Paragraph 31 suggests that no project to make these changes should be 
initiated at this time, since the most pressing need is for non-authoritative guidance. Further, 
Paragraph 30 states that, when the project is eventually started, it would be undertaken much 
like  the IAASB project on disclosures. The initial information gathering for the disclosures 
project started in September 2010. The related revisions to standards became effective for 
audits of financial statements for periods ending on or after December 15, 2016.15 Therefore, it 
appears that many years will pass before changes are made across the ISAs to address 
technology issues. It seems highly unlikely that many of us would consider this to be an urgent 
response.  

Is slow progress due to lack of meaningful communication?  

IAASB agenda item 7 for June 2019 sets out 51 issues (and related actions) to be addressed. 
Most of these have already been identified, discussed and debated for at least five years. For 
example, most were identified, and partially addressed, when developing the AICPA non-
authoritative Guide to Audit Data Analytics, issued in 2017 and adopted by CPA Canada in 
2018.16 Representatives from the major public accounting firms in the USA, and some from 
Canada, participated in developing that guide. Therefore, there was awareness of the major 
issues, at least among the big firms. Agenda item 7 gives the impression, however, that there 
has been little communication about the work done to date on these matters. 

Communication among firms may be stifled 
because firms who have made technological 
advances understandably do not want to 
jeopardize their competitive advantage 
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in the auditing marketplace. For example, a KPMG web page titled “Audit Data Analytics – 
Unlocking the Value of Audit,” dated February 25, 2015, states: “At KPMG we have been using 
data and analytics (D&A) for many years to effectively utilize the data our clients hold. Over 
time we have developed a series of software and tools that integrate into our audit, giving us 
the ability to study entire data populations and that help us to better identify risks and 
investigate anomalies.”17  

As another example, on its webpage titled “How Audit Can Benefit from a Dive Into Deep Data,” 
dated March 9, 2017, Ernst & Young states: “Audit is undergoing a data revolution. There has 
been rapid expansion in the types and volumes of data that companies produce, providing 
richer sources of information to be used when conducting an audit. ... Now, with the majority 
of transactions conducted electronically, powerful data analytics tools and techniques enable 
auditors to analyze more data points than ever before, which can enhance audit quality and 
confidence in the capital markets.”  

Of course, these types of assertions may be drafted by those in firms responsible for service 
development and marketing. On the other hand, standard setting may be more influenced by 
compliance-oriented partners whose job is to minimize risks of litigation and who, in some 
cases, may be more comfortable in leaving requirements in standards as they are.  

There have been efforts at communication and collaboration. For example, several years ago, 
the AICPA, major accounting firms and academics started the Rutgers AICPA Data Analytics 
Research (RADAR).  One key issue that RADAR was meant to have addressed by now is what 
action an auditor should take when a data analytic results in hundreds (or thousands) of 
notable items (some might incorrectly call them “anomalies” or “outliers”) that need further 
consideration. Although the Guide to Audit Data Analytics suggested a filtering process, the 
RADAR initiative has not as yet produced any significant paper that discusses this matter in 
more depth.  

Does the quality of both requests for input and responses need to 
significantly improve? 

Long delays in reaching consensus on revisions to standards are the result of the lack of specific 
stakeholder input. For example, Paragraph 38 of the IAASB’s 2014 RFI on technology and data 
analytics states: “Due to the large volumes of data that feed into information systems that are 
used in models to develop some accounting estimates, use of new data analytics tools may be 
valuable in addressing audit risks associated with these data sources.” Of the 51 respondents to 
the RFI, 43 were silent on amending ISA 540, Auditing Accounting Estimates and Related 
Disclosures, to address auditor use of data analytics. One respondent suggested that change is 
needed but it should be given a low priority because ISA 540 “is closely linked to the need for 
the auditor to exercise appropriate professional judgment” – as if data analytics did not involve 
using judgment. Seven respondents referred to a need to look at ISA 540, but only a few 
provided clear rationales for doing so. For example, the EY response states: “Improvements to 
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guidance in ISA 540 should be specifically considered, in our view, to address the 
appropriateness of the use of data analytics to obtain evidence over accounting estimates, 
including as it relates to the entity’s use of data sources (both internal and external, financial 
and non-financial), facilitating the performance of independent sensitivity analyses, and the 
application of predictive techniques (through application of algorithms).”18 

Lack of clear and detailed input on which IAASB could base meaningful debate was again 
evidenced in responses to the ISA 540 exposure draft. Of the 69 responses received, 63 were 
silent on the issue of including guidance on use of data analytics in auditing accounting 
estimates. Only 6 stated that this matter should be considered. This may be a case of where a 
key question was not asked. The ED for ISA 540 had no question specifically directed at 
obtaining input on auditor use of data analytics. There may have been an assumption that 
amendments to ISA 540 on the use of technology would be made later as part of a separate 
project, but the ISAs listed for possible revision in agenda item 7 for the June 2019 IAASB 
meeting unfortunately does not include ISA 540.  The ball seems to have been dropped. 

Can resistance to adding or revising requirements be overcome? 

There is no proposed revision to ISA 315 to require use of automated audit procedures, in 
particular data analytics. A strong case can be made for amending requirement Paragraph 18 as 
follows (additions indicated by underlining): 

18.  The risk assessment procedures shall include the following:  

(a) Inquiries of management and of other appropriate individuals within the entity. 
(b)  Analytical procedures, including use of automated audit procedures when the 

volume of relevant data is large. 
(c) Observation and inspection.  

Reasons why this amendment should be made include the following: 

• The IAASB decided long ago that 
risk assessment should go 
beyond inquiry to include 
analytical procedures to improve 
audit quality. There is clear 
evidence that use of data 
analytics can improve the quality of the auditor’s risk assessment even further.  
o This is acknowledged in Paragraph 38 of the IAASB RFI and discussions on the 

webpages of major firms. 
o Many auditors are already using data analytics for risk assessment. CPA Canada’s 

publication An Inside Look at How Auditors in Canada Are Using Data Analytics notes 
that virtually all engagement teams participating in the study used data analytics to 
help identify and assess risks of material misstatement.19 These data analytics 

Perhaps even more worrying is that many responses to the 
consultation paper seem to equate increased speed of 
standard setting with a reduced ability to provide input on 
standards and a consequent reduction in the quality of 
standards. 
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included, for example, churn analyses of customers, providing valuable information on 
customer characteristics relevant to assessing the appropriateness of the allowance for 
doubtful accounts. Similarly, a churn analysis of inventory is very useful in assessing 
inventory obsolescence. The big success story is journal entry analysis.  

o This Inside Look study notes that the most commonly performing data analytic (as a 
risk assessment and substantive procedure) is journal entry analysis. Such analysis has 
now become so imbedded in audit methodologies that some auditors no longer think 
of it as a data analytic (although it is). This represents where auditing is, or should be, 
heading. That is, use of automated procedures would no longer be considered unusual. 
Anecdotal evidence suggests that the use of journal entry analysis was driven by a 
requirement added to ISA 240, The Auditor’s Responsibilities Relating to Fraud in an 
Audit of Financial Statements. Paragraph 33(a) (iii) requires the auditor to consider the 
need to test journal entries throughout the year. This requirement, combined with the 
high volume of automated entries often encountered and the many attributes of 
entries to be taken into account, made use of data analytics the most effective and 
efficient approach. Many aspects of an entity’s process to prepare its financial 
statements have those attributes.  

• It seems very hard to justify not using data analytics for large data populations when the 
learning curve for many of these analytics would not be high or costly. For example, use of 
two- three-way matches is common. For many auditors, this is a useful jumping-off point to 
start embracing technology and slowly but surely moving on to more sophisticated and 
powerful analytics that will contribute to audit quality.  

• The proposed requirement would not be linked to any particular technology and will not 
lose its relevance. 

• Some auditors will not use data analytics unless they are required to so. They want to be 
able to point to a requirement when, for example, discussing their audits with regulators. It 
is important to break the barrier against requirements to use technology so that no auditors 
are left behind.  

Does the standard-setting process need to change? 

The November 17 Monitoring Group consultation paper 
Strengthening the Governance and Oversight of the International 
Audit-Related Standard-Setting Boards in The Public Interest 
asked for input on how to improve the timeliness of standard 
setting. The Group suggested, for example, expanding standard-
setting staff, having IAASB members focus their discussion on 
strategic rather than technical matters and reducing the size of 
the IAASB. Respondents were also asked to provide other ideas 
to speed up the standard-setting process. 

The responses from some auditing firms, national standards 
setters and accounting bodies indicate some support for 

8



expanding IAASB staff but seem quite resistant to the other proposals. A fairly common 
suggestion was to add a Technical Advisory Group. But adding staff and yet another committee 
would not likely speed up the standard-setting process. This would just result in more input for 
the IAASB to deal with when members have long ago reached the limit of what they accomplish 
under the current volunteer board structure. With the support of their respective 
organizations, many IAASB members spend hundreds of hours per year in standard-setting 
activities, over and above what is required for their day jobs. Nothing more can reasonably be 
asked of them.  

Perhaps even more worrying is that many responses to the consultation paper seem to equate 
increased speed of standard setting with a reduced ability to provide input on standards and a 
consequent reduction in the quality of standards. For example, one response states: “The 
standard-setting process is necessarily a deliberative, multi-stakeholder, consultative 
procedure; a desire to accelerate slightly the pace of standard setting does not support 
substantially restructuring the standard-setting process.”20 It is not clear, however, why 
measures to increase speed should be viewed so negatively. The IAASB’s process is highly 
transparent and information is readily accessible. All agenda papers are publicly available 
before meetings and accessible for indefinite periods of time after meetings. All meetings are 
recorded and anyone who wants to can observe them in person. Automation, such as a web-
based template, could build on the existing transparency of the process to enable stakeholders 
to provide immediate specific feedback on matters discussed at each IAASB meeting. If means 
were made available to provide continuous input, and standards are deemed important enough 
to make that effort, then presumably exposure draft time could be reduced considerably. Also, 
it is not clear why, in a world of rapid change, auditing firms cannot become rapid-response 
organizations, or at least be more agile. For example, why should firms still be given at least a 
year to implement changes to standards in this day and age, when they are, or should be, 
already long aware of what changes are coming and what is needed to implement them?  

Remaining relevant and valued 

These are clearly fundamental issues that need to be addressed soon as part of the efforts to 
reimagine the auditing profession if it is to remain relevant and valued. Fear of, and resistance 
to, change in using technology are understandable. The French philosopher Paul Virilio said that 
“every technology carries its own negativity, which is invented at the same time as technical 
progress.”21 One of his examples is that, when you invent electricity, you invent electrocution. 
But that should not stop progress. A high-speed electric car (perhaps eventually largely self-
driven) can break down, but so can a horse and buggy.  The auditing profession has to move 
towards the rapidity of the former, not stay with the slow pace of the latter. 

Endnotes 

1  CPA Canada Foresight Initiative (Foresight Initiative). 
2   Technology and the Future Ready Auditor, Tech Talk  (IAASB, May 2019). 

9

https://www.cpacanada.ca/en/foresight-initiative
http://www.ifac.org/publications-resources/lets-talk-technology


3 Request for Input, Exploring the Growing Use of Technology in the Audit, With a Focus on Data Analytics 
(IAASB, September 2016) (RFI Data Analytics). 

4 Strengthening the Governance and Oversight of the International Audit-Related Standard-Setting Boards In The 
Public Interest (Monitoring Group, 2017) (Monitoring Group Consultation). 

5 Draft Revised ISA 315, Identifying and Assessing Risks of Material Misstatement (IAASB agenda item 2-F, June 
2019). 

6 Paragraph 40 of proposed ISA 315 is the new proposed requirement to assess risks related to IT. Examples of 
and supporting application and explanatory material that address matters related to IT include paragraphs 
A144 to A147 and A179 to A193. Appendices 5 and 6 that respectively set out fairly detailed matters for 
auditors to consider in obtaining an understanding of the auditee’s use of IT and its general IT controls. 

7  Revised ISA 315 project history. 
8  IAASB Issues Paper re revising ISA 500, Audit Evidence, para. 28. (IAASB agenda item 7, June 2019). 
9  IAASB Data Analytics Working Group activities update, footnote 1 (IAASB agenda item 3, June 2015 ). 
10  Request for Input, Exploring the Growing Use of Technology in the Audit, With a Focus on Data Analytics 

(IAASB, September 2016) (RFI Data Analytics). 
11  Feedback Statement on RFI (IAASB, January, 2018).  
12  Revised ISA 540, Auditing Accounting Estimates and Related Disclosures (IAASB ISA 540 Project Page). 
13  Draft Revised ISA 315, Identifying and Assessing Risks of Material Misstatement (IAASB agenda item 2-F, June 

2019). 
14  IAASB Issues Paper re revising ISA 500, Audit Evidence (IAASB agenda item 7, June 2019). 
15  IAASB Disclosure Project page (Disclosures Project Page). 
16  Overview of AICPA Guide to Audit Data Analytics (Guide Overview). 
17  KPMG web page Audit Data Analytics, last accessed June 9, 2019. 
18  EY response to IAASB RFI (see endnote 3) (EY response). 
19  Inside Look at How Auditors in Canada are Using ADAs (CPA Canada, April 2019) (Inside Look - Use of ADAs). 
20  AICPA response to the Monitoring Group consultation paper, pg. 11 (AICPA Response). 
21  Paul Virilio, Philippe Petit, Sylvère Lotringer, “Politics of the Very Worst,” Semiotext, 1999. 

⚮

10

https://www.ifac.org/system/files/publications/files/IAASB-Data-Analytics-WG-Publication-Aug-25-2016-for-comms-9.1.16.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD586.pdf
http://www.iaasb.org/system/files/meetings/files/20190617-IAASB-Agenda-Item-2-F-ISA-315-Full-standard-revised-clean-final.pdf
http://www.iaasb.org/system/files/meetings/files/20190617-IAASB-Agenda-Item-2-F-ISA-315-Full-standard-revised-clean-final.pdf
http://www.iaasb.org/projects/isa-315-revised
http://www.iaasb.org/system/files/meetings/files/20190617-IAASB-Agenda-Item-7-Audit-Evidence-Issues-Paper-FINAL.pdf
http://www.iaasb.org/system/files/meetings/files/20150615-iaasb-agenda_item_3-data_analytics_working_group_update_cover-final.pdf
https://www.ifac.org/system/files/publications/files/IAASB-Data-Analytics-WG-Publication-Aug-25-2016-for-comms-9.1.16.pdf
https://www.iaasb.org/projects/accounting-estimates-isa-540
http://www.iaasb.org/system/files/meetings/files/20190617-IAASB-Agenda-Item-2-F-ISA-315-Full-standard-revised-clean-final.pdf
http://www.iaasb.org/system/files/meetings/files/20190617-IAASB-Agenda-Item-2-F-ISA-315-Full-standard-revised-clean-final.pdf
http://www.iaasb.org/system/files/meetings/files/20190617-IAASB-Agenda-Item-7-Audit-Evidence-Issues-Paper-FINAL.pdf
https://www.iaasb.org/projects/disclosures-0
https://www.aicpa.org/content/dam/aicpa/interestareas/frc/assuranceadvisoryservices/downloadabledocuments/guide-to-audit-data-analytics-fact-sheet-web.pdf
https://home.kpmg/xx/en/home/insights/2015/02/audit-data-analytics-unlocking-value-of-audit.html
https://www.ifac.org/system/files/publications/exposure-drafts/comments/EYGCommentLetterDataAnalyticsFINAL.pdf
https://www.cpacanada.ca/en/business-and-accounting-resources/audit-and-assurance/canadian-auditing-standards-cas/publications/how-auditors-are-using-data-analytics
https://www.iosco.org/library/pubdocs/586/pdf/American%20Institute%20of%20Certified%20Public%20Accountants%20-%20AICPA%20and%20Chartered%20Institute%20of%20Management%20Accountants%20CIMA.pdf


 

Enhancing Relevance: Shaping the Future of Corporate Reporting 
By Alan Willis, FCPA, FCA 

 
Corporate business 
enterprises today are 
inescapably affected 
by the world around 
them – the ever-
changing landscape of 
economic, market and 
regulatory conditions, 
global geo-political 
instability, 
demographic and 

technological megatrends, and a web of 
interconnected social and environmental issues 
– all of which can sooner or later have an impact on a company’s prospects for success in doing 
business and creating value. 
 
Conversely, corporate business enterprises inevitably affect the interests of those in the world 
around them:  investors whose financial capital they deploy, other stakeholders – such as 
employees, customers and communities whose well-being and cooperation are directly linked 
to their success – and those in the broader global community of today and tomorrow who 
expect a habitable, life-supporting planet and a just, thriving society, without either of which no 
enduring business or economic activity is possible in the long term.  
 
Given these realities, financial statements alone are clearly unable to communicate adequately, 
even just to investors, the external conditions, operating activities, intangible resources and 
relationships and governance processes that drive present and future value creation, and 
determine the worth of a business enterprise. Indeed, financial statements and GAAP, such as 
IFRS, were never designed with such a broad purpose in mind; investors have always looked to 
other sources of information in annual reports, company news releases, other mandatory 
disclosures and external analysis and commentary for a more complete picture of company 
performance and prospects. 
 
In other words, while financial statements – consistent, comparable and reliable as they strive 
to be – are an important component of corporate reporting, they cannot alone provide the 
wider spectrum of relevant information necessary either for investor or other stakeholder 
assessment of enterprise performance and for value creation in today’s business environment. 
 
To address this information deficit, various supplementary reporting initiatives and disclosure 
requirements have emerged piecemeal over the last four decades, each aiming to enhance the 
relevance of corporate reporting to users. Unfortunately, the result has become a jungle of 
corporate disclosures, reporting frameworks and standards, each based on disparate views 
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about relevance and materiality to users, while failing to promote consistency and 
comparability between companies in any given sector. 
 
This is confusing and frustrating for companies as preparers, as well as for investors and other 
stakeholders seeking decision-useful information. What can be done to clear this jungle?  
 

First this paper traces briefly, at a 30,000 foot 
level, the evolution of corporate reporting 
outside financial statements over the last three 
or four decades; next it describes the reporting 
scene today – the jungle of user needs, 
reporting frameworks and disclosures. Finally it 
offers a concrete two-part approach and a 
path forward for shaping – even reinventing – 

the future of corporate reporting so as to be truly relevant to the decision-making needs of (a) 
investors and (b) other stakeholders in the 21st century social and economic accountability 
context, not that of the 19th or 20th centuries! 
 

Reporting Outside Financial Statements – Recent History 
Until the middle of the 20th century, financial information for internal management and 
external reporting to shareholders, based on historical cost accounting standards (generally 
accepted accounting principles (GAAP) of the day), was the sole manifestation of corporate 
accountability in a business world that, for centuries, had paid little if any heed to enterprise 
impacts on nature, the environment or society. Financial statements, typically voluntarily 
included in narrative style annual reports produced by companies to “tell their story” to their 
shareholders, were the anchor – the centre piece – of corporate reporting, as required under 
company law and securities regulations for accountability to shareholders.  
 
Meanwhile, during the last 30 years or so in Canada (earlier in the USA), investors have also had 
the benefit of securities regulators’ requirements whereby public companies must issue 
Management’s Discussion & Analysis (MD&A)1 as narrative information to supplement financial 
statements, providing a broader context for understanding what the financial statements say 
and do not say about a company’s financial performance and prospects.  
 
In 2002, CICA (the Canadian Institute of Chartered Accountants, now a legacy body of CPA 
Canada) developed and issued its own guidance on preparing MD&As2; this was similar in 
purpose but broader in scope than the regulatory MD&A requirements by also focusing on how 
companies create value and their prospects for future value creation. Though still not widely 
enough used by public companies in Canada, it was instrumental, along with similar guidance 
from the UK and Germany, in the subsequent development of International Accounting 
Standards Board (IASB)’s 2010 Practice Statement on Management Commentary3 (which itself 
is now about to be updated). 
 
During this same period, looking to similar initiatives in the US, Canadian securities regulators 
gradually introduced other disclosure requirements about corporate governance policies and 
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practices, executive compensation, other basic information about a company’s business and 
risks, including significant environmental and social risks and policies. And, following the Enron 
and WorldCom debacles, came new requirements for CEO and CFO certifications as to the 
integrity of financial reporting and related internal controls.4 Financial reporting to capital 
markets, quarterly and annually, became significantly more onerous and voluminous. But was it 
more relevant and useful to investors? Or more reliable? Or connected with MD&A disclosures? 
 
A noteworthy initiative in this period was 
the AICPA’s Jenkins Committee on 
“Improving  Business Reporting – a 
Customer Focus, Meeting the Information 
Needs of Investors and Creditors,”5 which 
proposed a broad reporting framework in 
1994 that, sad to say, was never implemented. Jenkins himself went on to become chair of the 
US Financial Accounting Standards Board! 
 
Meanwhile, the winds of change in corporate reporting were beginning to blow in another 
direction. In the 70s and 80s, economists, scientists, academics and even social philosophers 
began to call attention to alarming stresses and strains on the planet and society caused in 
considerable measure by business enterprises in quest of profit, as well as by population 
growth and other factors.6 Tragic business accidents incurring grave damage on people and the 
environment added to these voices of concern. Thus, were the concepts of “corporate social 
performance” and “corporate social responsibility” (CSR) born, leading – one may be surprised 
to know – to studies by a few visionary accounting profession leaders about the need for, and 
methods of, measurement and reporting on corporate social performance, and whether this 
could be accommodated within the framework of financial reporting.7 But how important or 
useful might such reporting be to shareholders in assessing stewardship of their invested funds, 
or to companies seeking to be seen as responsible corporate citizens, or to other stakeholders 
actively wanting to hold companies to account for their environmental and social impacts? 
 
From the 80s onward, companies gradually began to respond to these growing expectations 
and pressures from other stakeholders and civil society NGOs for additional disclosures beyond 
just financial reporting – first about environmental policies and performance and later about 
social policies and performance, i.e., non-financial performance and impacts beyond just the 
extent of compliance with applicable environmental and social legislation and regulations. 
Environmental disasters, such as Bhopal and Exxon Valdez, acid air emissions and dumping of 
waste and pollutants increased the pressure on companies to be more transparent and 
accountable for their environmental performance. “Social license to operate” entered the 
business vocabulary.8  
 
Only in the last two decades did mainstream institutional investors such as public pension funds 
begin to pay serious attention to such “non-financial” disclosures where they were deemed 
material to assessing financial performance and prospects and, therefore, necessary for 
prudent investment analysis and decision making. Before this, only so-called “ethical investors” 
were concerned with, and even demanding, such disclosures to fulfil their particular mandates 
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and investment policies. What had started out being called “non-financial” reporting was 
becoming seen as having potential financial impacts not revealed in financial statements. 
 
Companies, in certain sectors faster than in others, accordingly began to produce and publish 
separate, stand-alone “corporate social responsibility” oriented reports about the 
environmental and social impacts of their business, which were of varying degrees of interest to 
different categories of external stakeholders, civil society and the general public. In the absence 
of prescribed, rigorous standards for such reporting, however, much of it tended to focus just 
on the positive aspects of performance and the success of “corporate citizenship” programs, 
and to omit or downplay aspects that might be prejudicial to corporate image and reputation. 
The term “Greenwash” was coined! 
 

More Relevant Reporting 
Two significant phenomena coming into play since 2000 should now be noted. First, the 
emergence in 2000 of the Global Reporting Initiative (GRI)’s Sustainability Reporting Guidelines9 
to bring law and order to this wild west of non-financial reporting to stakeholders about a 
company’s environmental and social policies, practices and performance. Early global uptake of 
these voluntary Guidelines and successive updated versions was slow, but now they have 
become the de facto standard for this type of reporting worldwide, followed by a majority of 
the worlds’ largest public companies.10  
 

Second, was the gradual shift in 
the investor world from little, if 
any interest, in such disclosures 
(except by the relatively small 
“ethical” or “social” investment 
community) to “responsible” 
investing by mainstream 
institutional investors (e.g., 

pension fund/asset owners and managers) in which environmental, social and governance 
(ESG) factors became considered potentially material to investment decision making. This 
instigated new demands for relevant reporting.11  
 
This shift was enabled in part by legal clarification of fiduciary duty for pension fund trustees, 
(i.e., fiduciaries),12 in part by empirical research showing that companies demonstrating 
superior ESG policies and practices outperformed their peers in financial returns over the 
longer term13 and, in part, by an SEC Interpretive Release in 2010 about its definition of 
materiality for climate change risk and uncertainty disclosures required in SEC 10K and MD&A 
filings.14 
 
This shift is evident from the steady growth in institutional investor appetite for more decision-
useful corporate disclosures about policies, risks, performance and prospects – an appetite that 
stand-alone sustainability or “CSR” reports shaped by the GRI Guidelines did not and were not 
designed to satisfy. From the mid-2000s, momentum for public companies to produce more 
“investor-relevant” ESG disclosures was fuelled partly by investor-led organizations such as the 

The corporate reporting landscape is onerous, 
complicated, fragmented and confusing, and is shaped by 
the hands of a wide array of standard setters, regulators 
and voluntary initiatives, while not yet providing either 
investors or other stakeholders with the information they 
respectively seek. 
 

14



UN Principles for Responsible Investment (PRI)15 with its investment principles for member-
investor signatories, and partly by the recognition of Greenhouse Gas (GHG) emissions as a 
major factor driving climate change. This latter resulted in the investor-driven Carbon 
Disclosure Project, now known as CDP,16 motivating companies to provide rigorously prescribed 
data and narrative disclosures about their emissions of GHGs and related management and 
governance practices for GHG mitigation.  
 
Another UN initiative convened in 2000, the Global Compact (GC),17 also emerged as a driver of 
environmental and social disclosures based on the GRI Guidelines by companies that had signed 
up to adhere to the compact’s 10 principles for environmental, social, human rights and anti-
corruption policies and that were, accordingly, obliged to report periodically on their progress 
in living up to the GC principles. There is a wide global network of companies signed up to the 
GC, including nearly 80 of all sizes and sectors in its Canadian chapter. 
 
In the last decade, three more investor-focused reporting initiatives have arrived on the scene. 
First, late in 2013 the International Integrated Reporting Council (IIRC)18 issued its framework 
for Integrated Reporting (IR). This was designed for companies to use in producing and issuing 
for the benefit of “providers of financial capital” a succinct report on how they create value 
over the short, medium and longer term, not only in terms of returns on financial capital, but 
also in terms of impacts (value created or destroyed) on the manufactured (physical equipment 
and infrastructure), human, intellectual, natural and social/relationship capital resources on 
which financial value creation and business models depend.19  
 
Second, in 2016 the Sustainability Accounting Standards Board (SASB),20 a US-based non-profit 
organization, issued its voluntary “standards” for use by public companies in each of more than 
70 sectors in making MD&A disclosures about specified ESG topics that would be material to 
investors, in accordance with the SEC definition of materiality.  
 
Third, in 2017, the G20’s Financial Stability Board, led by Bank of England Governor Mark 
Carney, convened a Task Force on Climate-related Financial Disclosure (TCFD),21 which in 2017  
issued its recommendations for companies (and institutional investors) to provide robust, 
comparable and decision-useful disclosures to capital markets about their governance, risks, 
strategy, targets and metrics for dealing with climate change, including reduction of GHGs and 
making the transition to doing business in a low carbon economy by 2030. Such disclosures 
may, of course, also be of interest to other stakeholders, including civil society, governments 
and central banks. In light of the TCFD recommendations22 and also of the 2019 final report of 
the Canadian government’s Expert Panel on Sustainable Finance,23 the Canadian Securities 
Administrators (CSA), building on their 2010 “Staff Notice on Environmental Reporting 
Guidance,” issued new guidance on “Reporting of Climate Change-related Risks.”24 
 
In passing, it’s important not to forget that, until quite recently, company reporting – both 
financial and otherwise – was designed around the production and distribution of hard copy, 
printed materials to shareholders and other stakeholders. Electronic media, such as website 
postings in PDF or HTML formats and XBRL-tagged securities filings, are a comparatively recent 
reporting technology.25 The potential power and reach of information technology for creative 
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use of innovative linked, layered and customized reporting formats is growing fast but largely 
unrealized to date.26 ThinkTwenty20’s July-August 2019 Newsletter includes an important and 
informative July 2019 blog on electronic distribution of corporate reporting (and the accounting 
profession’s comparatively slow uptake on it).27 
 
One other overarching and significant trend in the last 30 years has been the growing practice 
of companies seeking input from and responding to the interests of external stakeholders other 
than investors. Stakeholder engagement has become a major strategic function in many 
companies, way beyond traditional public relations activities. It provides an effective channel 
for companies to ascertain the issues that are of most interest and concern to their 
stakeholders.28 Indeed, recent changes to the wording in the Canada Business Corporations Act 
(CBCA) about directors’ duties explicitly empower (i.e., permit, not require) boards to consider 
the interests of stakeholders other than just shareholders in decisions they take in fulfilling 
their duty to promote a company’s best interests.29 
 

Today’s Reporting Jungle – A 
Muddling Mosaic 
Fast forward, therefore, to summarize 
the jungle of today’s corporate reporting 
landscape – a muddling mosaic to say the 
least. Beyond the annual GAAP-based 
financial statements they must prepare 
and file (i.e., ignoring the burden of 

quarterly filings), companies are now confronted by a challenging array of supplementary 
reporting expectations to deliver on. Pity the CFO trying to decide among seemingly competing 
voluntary frameworks, recommendations and standards and to establish a company-specific 
business case for any reporting, especially for investor purposes, beyond the mandatory 
financial statements and MD&A.30  
 

 
 
 

There is now an opportunity to boldly reinvent 
and redesign the landscape of corporate 
reporting over the next decade or sooner. The 
actors in information supply chains, the report 
users, the stakeholders, the standard setters 
and the frameworks are all known today, but 
are they ready and willing to collaborate? 

16



Investor information needs 
To meet capital market/investor information needs, increasingly driven by expectations for 
investment decision-useful disclosures about material ESG topics in general or, more 
specifically, about climate-change related matters that may have shorter and longer-term 
financial implications, the CFO must not only comply with the onerous pot-pourri of securities 
regulators’ quarterly and annual disclosure rules and related CEO/CFO certification 
requirements, but also review and evaluate the benefits and costs associated with providing 
additional investor-relevant disclosures based on the recommendations of, to name the leading 
sources: 

• the IIRC International Integrated Reporting Framework,  

• the SASB Sustainability Accounting Standards Board, and 

• the TCFD, about climate-related disclosures.  
 
Institutional investors are taking on increasingly activist positions with investee companies 
about ESG matters, not only through engagement with boards and management, but also 
through shareholder resolutions calling for enhanced disclosures about climate change strategy 
and risks and ESG risk management and performance. But they frequently complain that the 
information typically provided by companies does not focus on what is relevant and material to 
investors is not consistent from period to period and lacks comparability among companies in 
the same sector.31 
 
Debt rating agencies such as Moody’s and Standard & Poors are now factoring climate and ESG 
issues into their rating algorithms and screens, based both on corporate disclosures and 
information from researchers and data aggregators (e.g., Bloomberg and Sustainalytics).32  
 
Further, companies are expected to respond to a variety of questionnaires from “sustainability 
rating” organizations, used by many investors as a convenient source of input about ESG issues 
for use in their investment research and analysis, but a time-consuming drain on company 
resources, typically causing “survey fatigue” and resulting in annoying inconsistencies in 
sustainability ratings and metrics for the companies subject to such ratings. Useful, valid 
benchmarking becomes impossible. 
 
Arguably, the MD&A, with its disclosure requirements prescribed by securities regulators, as 
enhanced by the CPA Canada guidance on MD&As, is a more appropriate channel for inclusion 
of environmental and social performance, risk and uncertainty information that would be 
considered material to investors. This is the premise of the SASB standards, and is supported by 
the CSA Guidance mentioned earlier regarding environmental disclosures. 
 
A further twist in this era of SOX-driven CEO and CFO certification of financial filings, which 
include the MD&A, is to ensure that information disclosed in voluntary reporting, if material 
from an investor point of view, is not inconsistent with disclosures in mandatory filings, such as 
the MD&A. Plus, care is needed to ensure that what is included in the MD&A, certified by the 
CEO and CFO, represents fair presentation of financial condition and is free from misleading 
statements or omissions. These reporting twists and traps are also increasingly a challenge to 
audit committees, charged with oversight of integrity in financial reporting. 
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Information for other stakeholders 
Meantime, to meet broader stakeholder needs, a company typically turns to the GRI Standards 
for Sustainability Reporting (formerly GRI Guidelines) to guide the preparation of its stand-
alone sustainability (or CSR) report, a report that is likely to be too long, broad in scope and 
detailed to be readily useful to investors and financial analysts. The reports tend to cover issues 
and topics that are not all relevant to them and are based on concepts of materiality as viewed 
by various stakeholders that differ from materiality as defined by securities regulators for 
financial reporting.33 
 
Since the 2015 advent of the UN Sustainable Development Goals (SDGs),34 a further dimension 
has been added to the range of topics about which companies may feel obliged to report 
voluntarily. Questions arise as to why, how and where companies should make such 
disclosures, since some of them may be deemed material from an investor perspective as well 
as from that of stakeholders more broadly, even though SDG related disclosures are not yet 
explicitly embedded in any particular reporting framework.35 
 
In summary, the status quo in the corporate reporting landscape is onerous, complicated, 
fragmented and confusing, and is shaped by the hands of a wide array of standard setters, 
regulators and voluntary initiatives, while not yet providing either investors or other 
stakeholders with the information they respectively seek in a way they can best use it, when 
they want it, where they want it, and often not aligned meaningfully with information used 
internally by companies in strategic decision making and managing the business.36 
 

Shaping the Future of Corporate Reporting 
Today’s corporate reporting landscape has grown piecemeal and disjointedly over many 
decades, from a time when the business landscape and concept of corporate accountability 
were very different from today’s. Imagine resetting the clock, as if today we could boldly 
rethink, reinvent and redesign all of external corporate reporting to reflect the realities and 
context of the 21st century in which businesses must operate. 
      
Suppose we were to consider separately the reporting expectations of (a) a company’s 
“providers of financial capital” (investors, lenders and creditors) and (b) other stakeholders and 
the general public whose interests are, or are likely to be, influenced by a given corporate 
business enterprise (and who may in turn influence company policy and action). This idea can 
be evidenced in contemporary thinking and jurisprudence about the purpose of a corporation, 
its accountabilities to investors and to other stakeholders, and directors’ duties and 
responsibilities.37 Reporting would be designed in a holistic, connected manner, not piecemeal 
and fragmented. South Africa’s King IV Report on Corporate Governance38 is the pioneering 
example today of such integrated thinking about governance, accountability and disclosure.  
 
We need to consider each of these two broad categories of reporting expectations in turn and 
their respective information needs, seen through a value creation and accountability lens, i.e., 
one that considers the decisions and judgments that (a) investors and (b) other stakeholders   
respectively want to be able to make about value creation by the company and the quality of its 
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governance. Value is considered relative to changes in, and impacts on, each of six connected 
capitals on which value creation depends: financial, manufactured (i.e., infrastructure, plant & 
equipment), human, intellectual, social and natural, as described in the IIRC Integrated 
Reporting Framework.39  
 
We also need to imagine that every company maintains an integrated data base of all the 
information, qualitative and quantitative, financial (transactions and events) and “non-
financial” (other performance data points and events) that is drawn upon for all internal as well 
as external reporting purposes. Design of this data base has to incorporate the necessary 
systems, procedures and controls to ensure its integrity. 
 
Two small signs of hope should be noted here. First, in 2015 the IIRC convened a “Corporate 
Reporting Dialogue”40 among leading global corporate reporting standard setters and 
regulators. It aims for collaboration in cutting through this jungle and the ensuing reporting 
clutter, with a view to suggesting the most effective and efficient way of meeting investors’ 
information needs. It is currently undertaking a “Better Alignment”41 project that seems timely 
to cut through the jungle described above. 
 
Second, the International Accounting Standards Board (IASB) has recently started a project42 to 
update its 2010 Practice Statement on Management Commentary (MD&A in North American 
lingo) to better incorporate what investors need to know as broader context for understanding 
the related financial statements and what they say (or do not and cannot say) about value 
creation, e.g., a company’s business model, the present and likely future economic 
environments in which it is operating, the extent to which environmental and social issues are 
among the principal business risks and opportunities a company faces, etc. 
 
We now have the opportunity to examine and consider how all the various reporting channels, 
standards and frameworks, financial and otherwise, mandatory and voluntary, might be 
harnessed, integrated and – where necessary – modified or enhanced into two broad reporting 
“bundles” that respectively meet the needs of (a) investors (“providers of financial capital”) and 
(b) other stakeholders.  
 
The Reporting Bundle for Investors 
Investor needs might be satisfied by a two-part reporting bundle that comprises a super 
integrated MD&A (MD&A on steroids!), perhaps better called a Value Creation Report, 
accompanied by a company’s financial statements based on International Financial Reporting 
Standards (IFRS). The form and content of the Value Creation Report would be designed by 
selecting – modifying as necessary – and integrating relevant elements  of what is currently 
called for in existing elements of the IIRC Framework, the SASB standards, the TCFD 
recommendations, CPA Canada’s MD&A Guidance, securities regulators’ MD&A requirements, 
the revised IASB Management Commentary Practice Statement and, possibly, subject to a 
relevance and materiality test, informed by other sources such as the ICGN Guidance on 
Integrated Business Reporting, the UN SDGs or the Future Fit Business Benchmark.43 
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This new Value Creation Report would aim to provide in a connected way, as concisely as 
possible, all the information that would be deemed material to investors beyond what is 
disclosed in the GAAP financial statements. Hyper-links or icons would enable on-line user 
access to more detailed information on some issues and topics. 
 
The Value Creation Report would need to be customizable in places for each of the 70-plus 
industry sectors covered by the SASB standards. Although it would, for a while, need to include 
the MD&A disclosure items currently called for by securities regulators, in the fullness of time, 
with IOSCO encouragement, it could replace current MD&A requirements in North America and 
similar “Management Commentary” style requirements in other jurisdictions (e.g., the EU and 
the UK, Asia, South Africa, etc.). Securities regulators in Canada and the US would, for example, 
simply require a Value Creation Report plus financial statements in their periodic filings. 
 
Design and development of the Value Creation Report would be undertaken by a credible 
consortium similar to the IIRC’s Corporate Reporting Dialogue, convened by organizations 
accustomed to due process in setting corporate reporting standards. This work would not 
necessarily call for establishment of a new global organization if an existing one, such as the 
IIRC, were widely seen as capable of undertaking it, subject to showing it had or could acquire 
suitable leadership, governance and resources. 
 
To meet investor needs, the familiar MD&A model that has been around for decades, suitably 
updated, adapted and enhanced as suggested above, could thus become the ideal Value 
Creation Report to accompany IFRS financial statements, eventually achieving securities 
regulators’ recognition. Interestingly, the integrated reporting model proposed by the IIRC in its 
2013 framework has many of the same content elements as the Value Creation Report 
suggested above.44 It is unlikely that audited financial statements will disappear anytime soon 
because of their familiarity and foundational, albeit narrow, function in accounting for 
investors’ contributions of financial capital, so they would accompany the Value Creation 
Report to provide an additional level of detailed financial information. 
 
The appended table portrays what the existing frameworks, standards and regulations the 
proposed two reporting bundles might draw on for their respective design specifications. 
 
The Reporting Bundle for Other Stakeholders 
For other stakeholders’ purposes, the widely used and accepted GRI’s Sustainability Reporting 
Standards could be used as the basic model or point of departure for designing the second 
report “bundle,” let’s call it the Accountability and Sustainability Report – enhanced as 
necessary by incorporation of appropriate elements of the IIRC Framework, the TCFD 
recommendations, the SASB Standards and, say, the Future Fit Business Benchmark and UN 
SDGs. To accomplish this work, the GRI could convene an appropriate new multi-stakeholder 
collaborative task force to design and develop the new Accountability and Sustainability Report, 
building on the GRI’s original mission and its current reporting standards. There would need to 
be, as now, sector-specific versions of the GRI Standards for the newly devised Accountability 
and Sustainability Report. 
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If investors, business sectors, civil society and other stakeholders were all on board with the 
two-part approach proposed above, then securities regulations and company law might be the 
last remaining obstacles to address for, at least, the investor bundle. But, as we saw in the 1933 
Securities Exchange Act of the US, in the 1975 re-write and subsequent changes to the CBCA, in 
SCC references to corporate citizenship in the BCE decision, in South Africa’s King Report and in 
EU directives about reporting, the concept of protecting the public interest is not static or 
immutable – it evolves to meet societal values and economic circumstances over time. The new 
regime for corporate reporting might eventually be widely embedded in company law and 
securities regulations. 
 

Working with the New Realities 
What we don’t need now is even more piecemeal reporting frameworks for this and that – we 
need integration and consolidation of what’s already out there, through a meaningful, trusted 
contemporary process and a lens that all stakeholders, including investors and companies, can 
align with: long-term value creation, the importance of ESG factors and wide acceptance of the 
new realities and corporate accountabilities for doing business outlined earlier this paper.  
 
There is now an opportunity to boldly reinvent and redesign the landscape of corporate 
reporting over the next decade or sooner. The actors in information supply chains, the report 
users, the stakeholders, the standard setters and the frameworks are all known today, but are 
they ready and willing to collaborate, just as the GRI and Accounting for Sustainability did in 
2010 to create the International Integrated Reporting Council? They simply need to be 
convened to collaborate in two parallel and connected (but not competing) task forces for the 
sake of relevance in 21st century corporate reporting.  
 
Corporate reporting in tomorrow’s world must be like what financial reporting tried to be in 
yesterday’s world – essential for enlightened capital market decision-making about value 
creation and accountability, but now needing to be relevant to 21st century investor and other 
stakeholder decisions about value and value creation in today’s and tomorrow’s broader 
accountability context. 
 
Does all this sound too far-fetched, simplistic or impossible to implement? We hope that this 
paper will be a catalyst for renewed dialogue within and beyond the accounting profession. 
There’s too much at stake to postpone action on enhancing the relevance of corporate 
reporting.  
 

Table of Possible Sources to Consider in Developing New Reporting Guidance/Standards 

 Investors Other Stakeholders & Public 

 
Sources to Consider include: 

Value Creation Report Accountability & Sustainability 
Report 

   

IIRC Framework Yes Possible 

SASB Standards Yes Possible 

TCFD Recommendations Yes Possible 

ICGN Guidance on Int. Bus. Reptg. Yes Unlikely 
Securities Regns. for MD&A Yes Unlikely 

21



CPA Canada MD&A Guidance Yes Unlikely 

IASB Statement on Mgmt. Comm’ty Yes Unlikely 

Sec. Regns. for Corp. Governance Yes Possible 

GRI Standards for Sust. Reporting Possible Yes 

UN SDGs Possible Yes 

Global Compact Principles Unlikely Yes 

CDP Possible Possible 

Future Fit Business Benchmark Unlikely Yes 

Other Sec. Regns. (10K, AIF, etc.) Yes Unlikely 

Etc.   

 

1 See https://www.osc.gov.on.ca/documents/en/Securities-Category5/rule_20111031_51-102_unofficial-

consolidation-post-ifrs.pdf, Part 5 and Form 51-102-F1 MANAGEMENT’S DISCUSSION & ANALYSIS. 
2 https://www.cpacanada.ca/en/business-and-accounting-resources/financial-and-non-financial-

reporting/mdanda-and-other-financial-reporting/publications/mda-preparation-and-disclosure-summary-
guidance. 
3 https://www.ifrs.org/issued-standards/management-commentary-practice-statement/. 
4 https://www.osc.gov.on.ca/documents/en/Securities-Category5/rule_20101210_52-109_unofficial-consolidated-
post-ifrs.pdf. 
5http://3197d6d14b5f19f2f4405e13d29c4c016cf96cbbfd197c579b45.r81.cf1.rackcdn.com/collection/papers/1990
/1994_0101_ReportingJenkins.pdf. 
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Data Privacy and Confidentiality 
An Ethical Primer for Professional Accountants in Business and Private Practice 
By Eric E. Cohen, CPA 

There’s a joke going around: 

“My wife asked me why I was 

speaking so softly at home. I 

told her I was afraid Mark 

Zuckerberg1 was listening. 

She laughed. I laughed. Alexa 

laughed. Siri laughed.” 

In our homes and offices, in restaurants and on the street, in our car or public transport, we are 

being monitored. As professional accountants in public practice or in business,2 our interactions 

with our clients and our other practice data is transferred and stored on connected devices. 

And it seems that at least once a month we find out about another major security breach – be it 

hotels, medical facilities, credit agencies or government agencies – that exposes personally 

identifiable information (PII) and facilitates identify theft. One list of such breaches, from the 

Identity Theft Resource Center, lists more than 110 examples for July 2019 alone.3 

I’ve heard it said that many of us are glad we went through our youthful indiscretions in the 

days before YouTube, Twitter and social media; now public figures are “on” all of the time. But 

back when I began my career in accounting, in the pre-mobile computing age, all it took was 

basic common sense how to deal with our clients’ (and our own) privacy and confidentiality. 

We watched what we said and where we said it – no discussing clients by name in elevators or 

airport lounges, for example. We locked the audit workpapers (which were actually written 

with pen and pencil on paper) in audit bags and trunks. We limited access to spaces and places 

where that information was available.  

More recently, with mobile phones and “bring your 

own” mobile devices, common sense meant 

separating personal activities from business activities: 

staff were instructed to only use secure firm systems 

and applications and to not use personal email or file 

sharing web sites. But, as connected technologies with 

their related benefits continue to advance, and new 

technologies, such as blockchain and distributed ledger technologies, promise to revolutionize 

the world of accounting and audit, how has professional guidance kept up? What is the state of 

ethical, quality and practice guidance related to the professional accountant’s responsibilities 

for privacy and confidentiality when it comes to our clients? 

In this article, I provide some background on broad privacy and confidentiality issues, discuss 

what existing professional guidance says about the accountant/auditor’s responsibilities for 
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client privacy and confidentiality, how that lines up with existing and emerging technology, and 

suggest priority areas for the profession and closing the gaps. 

Background on Privacy and Confidentiality Issues 
I had the honor of being able to present, back in April 2018, at the Centre for Accounting Ethics 

and CPA Canada’s 4th Ethics Symposium, a session entitled “The Impact of Technology on 

Ethics, Professionalism and Judgment in Accounting.” In particular, I was asked to speak on the 

issue of data privacy and our ethical responsibility. I was glad to have this opportunity, given the 

rash of privacy breaches and my own exploration of how audit, audit quality and audit ethical 

standards are prepared for the rapid changes to expectations and practices in the audit 

profession with evolving technical advancements as the catalyst. I set out to answer questions 

such as: 

• What impact  might emerging accounting and audit technologies have on a 

practitioner’s ethical responsibilities regarding data privacy? 

• Do principles such as “Privacy by Design”4 have application? 

• Can blockchain facilitate preserving privacy for professionals, given that the possibilities 

of pseudonymity and zero-knowledge proofs threaten and hinder privacy with 

“immutability” as well as the ease of entering immutable content on permissionless 

blockchains5?  

• Is a decentralized, permissionless (and therefore unmoderated) blockchain, a “third 

party service provider,” as referenced in the AICPA Code of Professional Conduct6 (I will 

reference this as “AICPA Code” in this article, in contrast with the IESBA’s Code, which I 

will reference as “IESBA Code”) and considered in ISQM 17 (which I will reference as 

ISQM)? 

• If neither the AICPA nor IESBA explicitly references “privacy” in their codes of conduct or 

ethics, but do reference “confidentiality,” do we care about the differences among 

privacy, confidentiality and other near terms, such as anonymity? 

• And if we knew all this was coming – as more than 20 years ago, Scott McNealey, 

founder of Sun Microsystems, was quoted as saying, “You have zero privacy anyway … 

Get over it.” – how far have we come in that 20 years, and what responsibilities do we 

as a profession have related to data privacy? 

There is little question that even the risk of inadvertent exposure of confidential information is 

increasing. More information is connected than ever before. We are being monitored as never 

before – our geolocation, our image, what we say both in print and in the physical world, even 

our activity on a web page, as more tools track our mouse movements, time on a page and 

other activities – great for figuring out if someone has read a document before signing it, bad 

for keeping our business our own. On top of that, we are even voluntarily agreeing to be 

monitored “for quality control” or for some other additional benefit. Our systems are being 

hacked, our communication intercepted and all of this is being monetized. It turns out that 
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people are listening in to what Siri, Cortana and other voice-activated virtual assistances are 

recording8 and that some of these devices are listening and recording even when you haven’t 

asked them to.9 That means that every accountant with just about any computer, phone or 

tablet near them while talking business could be exposing information inadvertently. 

When an accountant’s services are 

outsourced, botsourced or AI 

sourced – such as many 

bookkeeping services – the 

exposure can be even greater. 

Cases involving accountants haven’t 

hit the news to the same extent as medical records – yet; the headlines from 201410 and 201811 

speak to medical transcription services leaking medical records. As more and more systems – 

such as confirmations and legal representation letters12 and preparation, compilation and 

review systems13 – go completely online, the potential exposure increases. 

So, it seems like everyone is giving hackers a “pass” these days. Facebook reportedly stored 

hundreds of millions of user passwords in plain text for years.14 Marriott is in trouble for 

millions of passports exposed from the Starwood hotel unit it acquired.15 And passengers on 

numerous airlines realized those new seatback screens that let them watch the latest movies 

and charge their devices had webcams built-in.16 Those of us using Samsung phones had a 

standard application – a smart remote control app – pre-loaded by Samsung that was found to 

require dozens of permissions that could expose private information. 

While the tools for hackers have advanced, the issues are not new – but the profession has had 

an idea how to deal with them. But if I know you are an accounting professional, and I know 

where you are, what you are doing, what you have with you or almost any other fact related to 

you and your clients, I can potentially take advantage of that. 

What we say in the mail, on the phone, in a fax, in a text message, in an email, on an answering 

machine or voicemail, on a webcast or in a teleconference, or any other “nonsecure” channel is 

vulnerable. 

Hackers have a wide variety of tools – getting you to load malware on your computer or smart 

device, loading a keystroke logger, snooping and imitating WIFI hotspots, getting into your 

Bluetooth enabled device. That free USB memory stick,17 Firewire or USB cable18 or anything 

else you can plug into your computer or phone can be used against you. There’s even a longer 

history of attorneys in discovery leveraging charges from 407 ETR, E-ZPass, cell towers and 

credit card charge locations giving away information about us and our clients. 

You will find disclaimers on many web sites or within organizations noting something such as: 

Please be aware that e-mail communication can be intercepted in transmission or 

misdirected. Please consider communicating any sensitive information by telephone, fax, 

We are being monitored as never before – our 

geolocation, our image, what we say both in print and 

in the physical world, even our activity on a web 

page, as more tools track our mouse movements, 

time on a page and other activities. 
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or mail. The information contained in this message may be privileged and confidential. If 

you are NOT the intended recipient, please notify the sender immediately with a copy to 

privacy.security@computercpa.com and destroy this message. 

And the AICPA, PCAOB and IAASB,19 speaking to confirmations, all express concerns about 

electronic communication methods; the AICPA and IAASB go on to speak about secure 

environments that mitigate the risks of electronic communication. Practitioners are using 

cloud-based and Software-as-a-Service (SaaS) for ETL (Extract-Transform-Load), testing and 

visualization, digital signatures for client, management and legal representations, tax prep, 

write up, online document storage and scanning, expense management and client management 

systems. 

 

The State of Professional Guidance 
With all of these risks and attacks, it is important to look to accounting ethics, practice guidance 

and underlying law to understand the practitioner’s responsibilities related to privacy. 

While there are many different definitions, my non-authoritative differentiation between the 

terms we are dealing with are these: 

Confidentiality: It is a practitioner’s ethical duty, primarily applying to data. It deals with 

private/personal information shared with the professional accountant that generally cannot be 
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divulged to third parties without the express consent of the client. It has been shared because 

the professional accountant is in a position to help the client by collecting and analyzing 

otherwise private information, and there is an expectation it will not be shared with others 

(which may even encompass an online service). 

Privacy: This generally applies to a person or entity rather than their data. It is a right rooted in 

common law, and is sometimes summarized as “the right to be let alone.” It deals with freedom 

from intrusion into one's personal matters, and personal information, an individual’s right to 

keep his or her data to himself or herself; an expectation that the individual not be recorded or 

monitored. 

Anonymity: This means that information is recorded in a way so that the information cannot be 

associated with the subject who provided it. 

Do these terms appear in the various codes of ethics? 

In the IESBA Code, the word privacy does not appear. “Confidentiality” appears 26 times, 

“confidential” appears 25 times. Likewise, in the AICPA Code, “privacy” does not appear, but 

“confidentiality” appears 19 times and the word “confidential” appears more than 100 times. 

Of course, that doesn’t mean the 

practitioner has no responsibility for a 

client’s privacy under the ethics 

requirements. The five fundamental 

principles laid out by IESBA, for example, list 

confidentiality as one of those principles, 

and complying with relevant law and 

regulation as another. Working to maintain a 

client’s privacy may also be considered part 

of the responsibilities of integrity (being honest in dealings), objectivity (avoiding conflicts of 

interest) and professional competence (attaining and maintaining one’s knowledge and skills to 

ensure the client or employer gets competent service).20 

Gaps between Guidance and the Environment  
The AICPA and IAASB have been evaluating their standards and guidance to determine whether 

technology issues need to be better incorporated into their standards. In the AICPA’s recent 

exposure draft of a new Statement on Auditing Standards, Audit Evidence,21 the AICPA speaks 

to the IAASB’s considerations of technologies – in particular advanced audit data analytics – and 

the IAASB’s standards, noting: 

The International Standards on Auditing (ISAs) are not “broken” and should 

remain principles based but need to reflect the digital era in application 

guidance. Responders overwhelmingly described a strong desire for practical 

Emerging audit techniques, such as ADA, and 

emerging technologies, such as artificial 

intelligence (AI), robotic process automation 

(RPA) and blockchain, offer both challenges 

and opportunities that will affect audits of 

financial and nonfinancial information into 

the foreseeable future. 

28



guidance on the use of data analytics technology. Most responders believe 

that the principles in the ISAs are still appropriate and accommodate the use 

of data analytics and cautioned against prematurely rushing to change 

requirements in the standards. 

At the same time, IFAC is just introducing consideration of new requirements addressing the 

use of technological resources, both in the performance of engagements and the operation of 

the system of quality management, and recently asked for feedback on whether that was the 

correct direction.22 

In the US, the AICPA speaks about blockchain in its new exposure draft about audit evidence, 

and notes: 

Emerging audit techniques, such as ADA, and emerging technologies, such as 

artificial intelligence (AI), robotic process automation (RPA), and blockchain, 

offer both challenges and opportunities that will affect audits of financial and 

nonfinancial information into the foreseeable future. For the purposes of this 

proposed SAS, the phrase “automated tools and techniques” will be used to 

refer to both emerging audit techniques and emerging technologies. There is 

ongoing activity in the United States and internationally regarding how the 

profession should respond to such automated tools and techniques, including 

consideration of whether changes to professional standards would enhance 

audit quality and make the standards more relevant in today’s environment. 

Closing the Gap 
With the profession just beginning to 

consider the impact of the various new 

technologies, we are far from guidance, 

especially for smaller firms with fewer 

technical resources, from considering how 

the emerging technologies affect firms 

and their clients. One of the most obvious 

issues is the increased use of third-party service providers by professional accountants, both in 

business and public practice. I may be unhappy to know that the private data I have handed 

over to a business or a certified public accounting firm has been entered into a wide variety of 

systems.  

The AICPA recognizes this in their Code, in section 1.150.040 Use of a Third-Party Provider, 

noting its members should inform their clients before using that provider, and either not use 

the service or decline the engagement if the client doesn’t agree.23 

With the profession just beginning to consider 

the impact of the various new technologies, we 

are far from guidance, especially for smaller 

firms with fewer technical resources, from 

considering how the emerging technologies 

affect firms and their clients. 
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This raises a question – is a public, permissionless blockchain or distributed ledger a “third-

party provider”? There’s no “party” … or, for the flip side, many, many anonymous parties, 

none of which has the individual authority or responsibility for the network. 

Technology, such as blockchain, can be part of the answer and part of the threat. Blockchain’s 

pseudonymity, smart contracts, tokens, and zero-knowledge proofs may be crafted into a 

masterful, secure, lights-out system that will minimize the risks of human interception from 

beginning to end. Standards can facilitate better governance and assist in being able to comply 

with laws like GDPR,24 California’s Consumer Privacy Act25 and the patchwork of national and 

regional privacy laws; standards also threaten those environments that previously relied solely 

on “security by obscurity.” 

Can Technology Save us? 
At a time of near total connectedness, widespread surveillance of our images and speech, the 

industrialization of data, the ever increasing complexity of our systems but greater reliance on 

third-party and remote systems and services, professional accountants must be aware of the 

threats to their responsibilities to maintain confidentiality, communicate their use of third-

party service providers, and minimize inadvertent exposure as part of their integrity, 

objectivity, professional competence and due care, professional behaviour and respecting the 

confidentiality of information acquired as a result of professional and business relationships. 

Technology is both a challenge and a potential solution. We should work together to identify 

both. 

1 https://www.theguardian.com/technology/2019/jun/12/facebook-mark-zuckerberg-privacy-emails-report. 
2 Readers may be subject to different codes of ethics; these terms are taken from the International Ethics Board for 
Accountants (IESBA), as found in their International Code of Ethics for Professional Accountants, which covers both 
accountants in business and those in public practice, found at 
https://www.ifac.org/system/files/publications/files/Final-Pronouncement-The-Restructured-Code_0.pdf. 
3 https://www.idtheftcenter.org/2019-data-breaches/. 
4 https://lnkd.in/euSSPtx. 
5 See the kind of content that has nothing to do with the primary purpose of the Bitcoin blockchain at 
https://cryptograffiti.info/. 
6 https://www.aicpa.org/research/standards/codeofconduct.html. 
7 https://www.iaasb.org/projects/quality-management-firm-level-isqm-1. 
8 https://www.cnn.com/2019/08/02/tech/apple-siri-contractors-review-scli-intl/index.html. 
9 https://www.washingtonpost.com/technology/2019/05/06/alexa-has-been-eavesdropping-you-this-whole-
time/?noredirect=on. 
10 https://www.ftc.gov/enforcement/cases-proceedings/122-3095/gmr-transcription-services-inc-matter. 
11 https://krebsonsecurity.com/2018/04/transcription-service-leaked-medical-records/. 
12 Example, Capital Confirmation, Inc.’s Confirmation.com, recently purchased by Thomson Reuters. 
 
13 Example, OnPoint PCR, at https://www.cpa.com/onpoint. 
 
14 https://www.cnn.com/2019/03/21/tech/facebook-password-database/index.html. 
15 https://www.nytimes.com/2019/01/04/us/politics/marriott-hack-passports.html. 
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16 https://www.theverge.com/2019/4/26/18518656/united-airlines-in-flight-entertainment-screens-webcam-
covered-privacy-violations. 
17 https://www.independent.co.uk/news/world/americas/us-politics/trump-mar-a-lago-china-yujing-zhang-spying-
usb-malware-secret-service-a8861091.html. 
18 https://isc.sans.edu/forums/diary/Whats+in+a+cable+The+dangers+of+unauthorized+cables/22904/. 
19 AU-C 550 Related Parties 
(https://www.aicpa.org/content/dam/aicpa/research/standards/auditattest/downloadabledocuments/au-c-
00505.pdf), AS 2310 The Confirmation Process (https://pcaobus.org/Standards/Auditing/Pages/AS2310.aspx) and 
ISA 550 Related Parties (https://www.ifac.org/system/files/downloads/a029-2010-iaasb-handbook-isa-550.pdf), 
respectively. 
20 The principles, from https://www.ethicsboard.org/system/files/publications/files/IESBA-Handbook-Code-of-
Ethics-2018.pdf, are: 

a) Integrity – to be straightforward and honest in all professional and business relationships.  
b) Objectivity – not to compromise professional or business judgments because of bias, conflict of interest or 

undue influence of others.  
c) Professional Competence and Due Care – to:  

(i) Attain and maintain professional knowledge and skill at the level required to ensure that a client or 
employing organization receives competent professional service, based on current technical and 
professional standards and relevant legislation; and  
(ii) Act diligently and in accordance with applicable technical and professional standards.  

a) Confidentiality – to respect the confidentiality of information acquired as a result of professional and 
business relationships.  

b) Professional Behavior – to comply with relevant laws and regulations and avoid any conduct that the 
professional accountant knows or should know might discredit the profession.  

 
21 
https://www.aicpa.org/content/dam/aicpa/research/exposuredrafts/accountingandauditing/downloadabledocum
ents/20190620a/20190620a-ed-sas-audit-evidence.pdf. 
22 https://www.ifac.org/system/files/downloads/a035-2010-iaasb-handbook-isa-620.pdf. 
23 .01When a member uses a third-party service provider to assist the member in providing 
professional services, threats to compliance with the Integrity and Objectivity rule may exist. 
.02 Clients might not have an expectation that a member would use a third-party service 
provider to assist the member in providing the professional services. Therefore, before 
disclosing confidential client information to a third-party service provider, the member 
should inform the client, preferably in writing, that the member may use a third-party 
service provider. If the client objects to the member’s use of a third-party service 
provider, the member should either not use the third-party service provider to perform 
the professional services or decline to perform the engagement. 
.03 A member is not required to inform the client when he or she uses a third-party service 
provider to provide administrative support services to the member (for example, record 
storage, software application hosting, or authorized e-file tax transmittal services). 
24 https://ec.europa.eu/info/law/law-topic/data-protection_en. 
25 https://oag.ca.gov/privacy/ccpa. 
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How to Succeed in Business in a Disruptive World 
By Gundi Jeffrey 
Managing Editor, ThinkTWENTY20 
 
Over the next decade, says a 
new report from the 
Conference Board of Canada, 
the world is facing political, 
social, environmental and 
technological transformations 
that will have “profound 
implications” for Canada’s 
business community and those who serve it. The report adds that the future success of 
everyone operating in that community will be dictated by how they react to these defining 
forces. 
 
A version of this report was delivered June 5 to an appreciative audience at the Financial 
Executive Institute’s 2019 national conference. Presenter Jane Cooper, senior research 
associate at the Conference Board of Canada, said that “We have produced this report to help 
Canadian businesses and investors understand the disrupting forces likely to affect 
organizations, address the risks associated with them and capitalize on the opportunities they 
bring up.”  
 

The Forces Propelling Change 
According to Canada 2030: The Defining Forces Disrupting Business, there are 10 major forces 
that will shape our collective future, presenting both challenges and opportunities. 
 
For example, Canada’s population is growing, aging, and becoming progressively urban. 
Canadians are becoming increasingly financially vulnerable, with household debt-to-income 
rising. The prevalence of obesity in Canada is expected to increase until at least 2030, 
supporting the expectation that cardiovascular disease is likely to remain the leading cause of 
death over this time period. Canada will see growing job losses resulting from robotic 
automation, with white-collar workers increasingly feeling the impact. A legacy of harmful 
policies, legislation, and injustice will continue to affect Canada ’s Indigenous peoples. 
Meanwhile, Canada’s gender pay gap is slowly closing. Generation Z (those born after 1997) will 
play a stronger role in Canada’s workforce, move into leadership positions, make higher-value 
purchasing decisions, influence the economy and shape society. 
 
Climate change is expected to have significant implications for Canada as we look to 2030. 
Canada is likely to experience more frequent and intense wildfires, heat-related human 
mortality, and increased damages from river and coastal floods, while properties in the highest 
flood-prone areas may ultimately become uninsurable. Canada is transitioning away from coal-
fired power, pricing carbon pollution, investing in clean technology, and increasing the amount 
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of electricity generated from renewable sources. Meanwhile, the movement to divest from 
coal, oil and gas companies is gaining momentum. 
 
Despite being a water-rich country, water scarcity is expected to become a greater problem for 
some regions of Canada, including significant parts of the breadbasket in Central Canada. 
Without adequate access to fresh water, supply chains could be disrupted, industries shut 
down, and business growth limited. In addition, crops could fail, ecosystems could be 

destroyed, health could worsen, and 
global conflicts could become more 
frequent. Meanwhile, Canada’s 
agriculture, fishing, forestry, food and 
beverage, pharmaceutical and tourism 
industries will increasingly be at risk of 

being harmed by ecosystem decline and loss of biodiversity. As competition for the earth’s 
finite natural resources intensifies, an increasing number of companies will choose to replace 
the “take, make, dispose” approach of traditional business models with a circular approach 
where products, components and materials are repaired, reused and recycled. 
 
“As we look to 2030, economic power will continue to shift away from Canada and other 
developed counties to emerging market nations,” the report points out. The renegotiation of 
NAFTA, the introduction of a Trans-Pacific Partnership (TPP) agreement, and talks of bilateral 
trade deals with China and post-Brexit Britain are likely to have an impact on Canada’s trading 
relationships. Cryptocurrencies are expected to disrupt aspects of traditional financial systems, 
while developments in artificial intelligence should bring us autonomous cars and trucks, 
remotely controlled delivery vehicles, and home robots. The Internet of Things (IoT) has the 
potential to transform everything from products and services, to manufacturing, supply chains 
and waste management. Meanwhile, sharing economy platforms are set to continue disrupting 
the ways in which we use, consume, and pay for goods and services. Cyber security is a growing 
concern, but the evidence suggests that businesses are not typically well-prepared to respond 
to it. Meanwhile, breaches of trust have left investors and consumers calling for increased 

corporate accountability and transparency. 
 
Clearly, says Pedro Antunes, Chief Economist of the Conference 
Board of Canada, “disruption is the overarching trend. Canadian 
businesses will be subject to a multitude of forces with the 
potential to disrupt their entire value chain and the environment 
in which they operate.” 
 
According to Antunes, “The theme of the paper is disruption – all 
the different types of disruption that Canadian leaders will have 
to face over the coming decade or so, say by 2030. For me, 2030 
isn’t really that far away and I think some of these disrupters are 
happening already and businesses are taking note while, with 
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clean technology, and increasing the amount of 

electricity generated from renewable sources. 
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The impacts of climate change 

will be felt all across Canada, 

with more frequent and 

intense wildfires, river and 

coastal floods, and heat-related 

human mortality being the 

greatest risks. 

others, we have to wait and see, especially within the whole area of technology.” 
 
More specifically, while some of these disruptions will change our personal and professional 
lives dramatically, they will also offer many new opportunities to increase productivity and, 
therefore, household incomes and business profits. 
 

Demographic Shifts Offer Opportunities – and Challenges 
The paper notes that the first disruptor on its list is the oncoming change in demographics. By 
2030, the world’s population is expected to grow by 13 per cent, reaching 8.6 billion (from 
7.6 billion in 2017). Growth in a small number of developing countries will drive the increase. 
Canada’s population, however, is expected to grow by 20 per cent to reach 42 million (up from 
35 million in 2016). 
 
At the same time, Canada’s inhabitants are ageing and immigration is increasing. “Such 
demographic shifts could have an impact on Canadian businesses in a multitude of ways,” says 
Antunes. While a growing population could put a strain on schools, health care systems, 
housing, and natural resources, it also presents great opportunities for business growth. 
Conversely, a decreasing population could result in labour force challenges, reduced customer 
demand for products and services, and reduced public service provisions. and HR practices. 
 
According to the report, “business leaders would be wise to assess how these shifts could affect 
their operations and respond accordingly, through changes to product and/or service offerings, 
sales and marketing strategies.” 
 

Along with the population growth, the report notes that 
the percentage of Canadians living in urban areas is rising 
and we’re seeing greater densification around urban 
centres and transit corridors. As a result of this, rural 
communities may find it increasingly challenging to access 
certain goods and services, while increased investment 
will be needed to repair and modernize Canadian cities’ 
infrastructure to meet the needs of growing urban 
populations. 

 
Smart cities have the potential to improve all aspects of their inhabitants’ lives, from how they 
move around and use energy, to how they make a living and interact with the natural 
environment. But that means, according to the report, that cities will have a critical role to play 
in tackling climate change and air pollution. 
 
The role of businesses will be to create jobs and deliver appropriate services to ensure health 
and well-being, as well as economic prosperity. “Therefore, businesses have a crucial role to 
play to ensure that communities (urban and rural) survive and thrive as we look to 2030,” says 
Antunes. 
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Reporting on Climate Change 
Climate change is big on the list of disruptors and is of more than passing interest to financial 
professionals, especially when it comes to reporting. According to the report, the next decade 
will see the world mobilizing to tackle climate change, as the risks associated with it become 
more apparent and its effects are increasingly disruptive. 
 
The impacts of climate change will be felt all across Canada, with more frequent and intense 
wildfires, river and coastal floods, and heat-related human mortality being the greatest risks. 
Partially as a result, the movement to divest from coal, oil, and gas companies is gaining 
momentum. But, also, expectations around corporate reporting on climate-related matters are 
increasing.  
 
As an economist, Antunes is always thinking about 
things “in terms of dollars and sense” (pun 
intended). “There are real implications to climate 
change, and governments are more attuned to 
looking at mitigation for climate change in Canada. 
For examples, one of the biggest impacts is on the insurance industry. We have seen the 
catastrophic costs associates with big events such as wildfires and flooding over the last 30 
years. The consequences are larger and more insurance payouts which, in turn, lead to higher 
insurance costs. This is one of our big issues and it filters down to business costs. We tend to 
forget that it’s the end user who ends up paying more. It makes for a more costly business 
environment and eventually it gets passed on to the end user. Because this gets reflected in the 
costs of products and, say, you are in the export business, that means lower competitiveness.” 
 
If there are specific environmental costs and mitigation strategies, companies will have to spell 
them out in their financial reporting, says Antunes. “I think this will play out in all sorts of 
different ways for businesses. The costs get passed along, as in higher insurance fees, which 
affect households directly. And there all sorts of implications for municipal planning, such as do 
we have the flood maps up to date, do we have prognostications up to date, does everybody 
have the same sets of information, the same updated information on what are the risks we are 
facing? All of this needs to be reflected in the various financial reports the accounting 
profession is producing.” 
 
Closely tied to climate change is the fact that countries around the world are experiencing 
increasing water scarcity, and – surprisingly -- Canada is no different: by 2030, a large area of 
Central Canada is expected to be at high risk of water stress. 
 
Wildlife populations in Canada are in serious decline and biodiversity is under threat; 
meanwhile, global use of natural resources is increasing rapidly. Many factors – some 
environmental, some strategic – are driving the replacement of the “take, make, use, dispose” 
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approach of traditional business models with a circular approach. The circular approach 
prioritizes the repair, reuse and recycling of products, components and materials to keep them 
in use for as long as possible. 
 
Renewable energy use and production is expected to continue to increase its penetration 
throughout the economy over the next decade, and the clean-tech market is a growing 
opportunity for businesses in Canada. According to Antunes, the “green economy” presents 
many opportunities for businesses. “Those that choose to act could create a key strategic 
advantage, positioning themselves well for the years ahead.” 
 

 

 
High Tech, Low Impact – So Far 
Equally important – and maybe an even bigger business disruptor – is the issue of the ever 
increasing pace of technological change. The many advances in technology are transforming the 
way Canadians live and do business. 
 

According to the report, developments in 
artificial intelligence “seem set to make 
some aspects of science fiction a reality.” 
Digital sharing economy platforms are 
transforming the ways in which we use, 
consume, and pay for goods and services, 

E-commerce is forecast to grow as consumers 

shop more and more online, while breaches 

of trust have left investors and consumers 

calling for increased corporate accountability 

and transparency. 
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while the Internet of Things (IoT) is accelerating rapidly. 3D printing is transforming what, 
where and how products are designed, manufactured, distributed, consumed and even 
serviced. 
 
Meanwhile, cryptocurrencies are on course to majorly disrupt traditional financial systems, and 
the adoption of advanced robotics is taking off. The report notes that these rapid advances in 
technology provide a multitude of opportunities to businesses but, it warns, they don’t come 
without risks. “Businesses are facing increasing challenges with cyber security and many 
Canadian jobs are at risk from automation.” 
 
Despite all that, Antunes believes that the technological developments “we are seeing are not 
having a huge impact yet. We are hopeful that, in time, they will lead to higher income and 
affect work in a positive way.” As for the impact on the accounting profession, “we don’t say 
specifically how each profession will be affected but we did do surveys. We asked accountants 
whether they feel technology is going to radically change their profession in the next 10 years. 
The answer we got is that they believe these changes are going to happen much more slowly 
than we might expect. I think we are implementing the new technologies much more quickly in 
our heads than in reality.” 
 
Antunes would prefer to take a more wide-angled lens to this issue. “I have been with the 
Conference Board for a very long time and we have always been talking about the lack of 
increase in productivity. We have gone through several cycles. Now we’re talking about AI and 
other technologies, which have the potential to be huge disruptors that will change the world, 
and I wonder if this will change the way we work. But, when I look at the data, we expect to see 
huge increases in productivity, which to me, as an economist, means producing more income 
per household, generating more income per hour, a higher standard of living and profits for 
industry. Unfortunately, we have not yet seen such huge productivity gains being generated by 
technology. Yet, I’m really anxious to see that increase in productivity, especially now when the 
economy is so stretched for Canadian workers. We need more investment in infrastructure, in 
R&D, in intellectual property, in robotics, etc., to help us do more with fewer workers.” 
 
This applies especially to financial professionals. “They do believe that AI will remove the 
repetitive tasks from certain aspects of their work, and may make their work easier, but there is 
no huge decline in the need for their work,” Antunes says.  “And, as I’ve already pointed out, 
any change will come about more slowly than we expect. Whenever we do studies with 
accountants, specifically CPAs, we see that, because of the declining workforce made up of 
baby boomers, there is more demand for accountants because of this attrition. There aren’t 
enough accountants to replace those that have retired or are due to retire soon. And, if we can 
improve productivity with the new technologies, history has shown that technology creates 
more jobs than it eliminates – different job yes, but more jobs. And with that comes greater 
purchasing power for everyone.” 
 

Economic Uncertainty 
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Another disruptor having an unsettling effect on the Canadian business marketplace is the 
economic uncertainty we are operating under these days. For example, will there be a 
recession triggered by the consequences of the current unstable US Economic policies? 
Moreover, economic power is continuing to shift from Canada and other developed countries 
to emerging market nations, while the income gap between Canada’s rich and poor continues 
to widen. 
 
On the plus side, the report points out that female economic empowerment is increasing, 
“although there is still some way to go before gender equity is reached.” 
 
Meanwhile, years of low interest rates, soaring real estate prices, and stagnating wage growth 
have fueled record levels of consumer borrowing, and household debt is forecast to continue 
increasing. This changing economic environment could prove challenging for businesses in 
Canada. However, they have some real opportunities to create a competitive advantage and 
positively influence the country’s economy. 
 
And there is a plus side. The report points out that Canada’s export growth is forecast to 
outpace overall economic growth. And, with the introduction of new international trading 
agreements on the horizon, Canada can expect to see increasing trade with countries outside of 
the United States. “Businesses and governments will have a key role to play in ensuring the 
United Nations’ Sustainable Development Goals are achieved.” Meanwhile, public debt is 
predicted to continue growing in Canada for the foreseeable future—a move that could see 
interest rates rise as a result. The report recommends that “public policy developments should 
be watched closely, as the nature of political cycles can lead to sudden changes in direction.” 
 

In the Hands of New Generations 
Of course, with large portions of Canada’s ageing population retiring now and in the near 
future, that leaves the country in the hands of the younger generations. Generation Z (typically 
referred to as those born after 1997) will be reaching adulthood over the coming decade. While 
members of Generation Z share some characteristics with the millennials who came before 
them, they have some distinct values and expectations, likely to have an impact on businesses 
in a variety of ways. For example, e-commerce is forecast to grow as consumers shop more and 
more online, while breaches of trust have left investors and consumers calling for increased 
corporate accountability and transparency. 
 
The report predicts that, “as we look towards 2030, we can expect to see more businesses 
articulating their purpose beyond profit, and businesses playing a stronger role in tackling social 
and environmental challenges through their core business operations.” 
 
Antunes agrees. “Younger generations are operating in a different environment and economy, 
which means they have a different state of mind. Younger folks tend to be more conscious of 
the environment and their social responsibilities. Their values have changed to respect the 
environment more, to being more aware of what is going on around them.” 
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What this all boils down to, according to the report, is that Canadian businesses will be subject 
to a multitude of forces having the potential to disrupt their entire value chain and the 
environment in which they operate. “To succeed, corporate leaders will need to think ahead, 
make bold decisions and innovate. Failure to anticipate disruption, or act and adapt, will 
threaten long-term viability. Nimbleness, resiliency, and strong connections to stakeholders will 
be important to successfully navigate the disruptive forces shaping the future.” 

Antunes believes that, “eventually, we will see productivity gains as investments in technology 
increase, and that will lead to higher income and profits for accountants. Their roles will change 
as long as they are adaptable. For example, what we have seen with the younger generations, 
they are willing to engage in continuous learning and retraining to be part of the new economy. 
This is important for everyone in the financial professions – both on personal and professional 
levels.”  

⚮
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Advanced Technologies in Financial Accounting 
By Gerald Trites, FCA, FCPA, CISA 

 
As we well know, the 
volume of information that 
is available for making 
corporate decisions, 
financial reporting and 
other corporate reporting, 
and then auditing those 
reports, has now reached 
astronomical levels. How 
are financial professional to cope with this unending barrage of information? 
 
Financial accounting is the process that feeds into corporate reporting, which includes financial 
statements, Management Discussion and Analysis and various regulatory reports. It also 
includes items such as the CEO’s Report, as well as governance and sustainability reports – all 
the items normally seen on the Investor Relations Section of most public company websites. 
 
The reports include not just hard information, but judgmental information. Indeed, judgment 
plays an important part in all aspects of reporting, from the use of estimates in the financial 
statements to the preparation of forward looking information and decisions as to what to 
include in the reports on governance, sustainability and the like. 
 
In making judgmental and subjective decisions, management must evaluate the information 
available to them, not only information from internal sources but also that available from 
outside the company. These days, the volume of that information has reached mind-blowing 
levels. 
 

IoT and the Accounting Revolution 
 
A growing source of information and one of the most rapidly growing elements of internet 
usage is the IoT (Internet of Things). IoT involves "smart" devices, such as home appliances, 
heating systems, alarm systems, cars – indeed almost any devices imaginable. The devices are 
connected to the internet and generate loads of data, some from transactions and some from 
surveillance and interactive activities involving the use of Artificial Intelligence (AI).     
 
"Intelligent devices will continuously acquire, configure, restock, refresh, optimize, repair, and 
otherwise manage every material and virtual facet of our lives."1 So your refrigerator orders 
milk and butter when it runs out. Or your furnace calls the oil company if it is running low. 
"Essentially, the IoT is becoming the world’s most pervasive transactional platform.”2 In other 
words, more and more transactions are initiated by “things” or devices rather than by people. 
Tesla vehicles, for example, have the capacity to assess their own service and repair needs and 
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download a software update for their systems. Or they can send a note to the owner to reserve 
an appointment for necessary repairs.  
 
As another example, “A consumer can now order a custom pair of smart, connected shoes on 
his/her phone (one of the most evolved smart, connected devices) and that order can be sent 
directly to the manufacturer to process the order. In the near future, we will also see that the 
order for these shoes could be sent directly to an autonomous manufacturing line operation, 
which is run using connected robots and 3D printers. In this case, it will be the 3D printer 
that directly receives the order and initiates the various manufacturing and fulfillment tasks. 
The printer would request the material needed and it would be automatically ordered from 
existing stock or procured.”3 
 
Some other examples4 of adoption of IoT in business are: 
 

• Aviation giant Airbus is incorporating IoT technology to improve its Maintenance, Repair 
and Overhaul (MRO) systems, a tricky area that deals with high levels of complexity and 
sensitive, confidential data.  

 

• Aviva Insurance is taking advantage of the new generation of security cameras, sensors, 
and leak detectors that can be connected to the internet to gain a competitive edge by 
focusing on three significant areas of customer concern: safety, security and leaks. For 
the latter, they implemented an app called LeakBot, which can help avoid costly water 
damage.  

 

• Global industrial giant Siemens employs sensors on their wind turbines that keep them 
running at peak efficiency and can help protect them when faced with powerful winds. 
The ability to monitor and control wind turbines is critical as the wind power 
installations are constructed in areas that are not readily accessible by maintenance 
crews.            

 

• John Deere has embraced the IoT to help farmers maximize their output. Sensors built 
into their machines can measure soil moisture to assist in planning field irrigation.  

 
The use of IoT in business is not necessarily a new thing. Some versions of it have been in place 
for years. What has changed is the scope, sophistication and volume of data produced by these 
applications and the extent to which the IoT has been adopted by business. 
 

The IoT data must be recorded, making it necessary 
to link the “things” to the corporate records. In 
addition, as the numbers of buildings, cars, 
appliances and other things get connected to the 

internet, and the data generated by this connectivity grows in volume, the variety and sheer 
scope of the data available almost defies interpretation and analysis.  The difficulty arises from 

More and more transactions are 
initiated by “things” or devices rather 
than by people. 
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analyzing data from different platforms, in different formats and coming from widely disparate 
devices. There needs to be some sort of order brought into the data before it can be analyzed.  
 

Moving from Then to Now 
Much of the operational data used by companies is currently processed through ERP systems. 
Traditionally, ERP systems simply served as a single source in the company to integrate and 
process data from its various operational components. This has begun to change with Business 
Intelligence components which often gather information from outside the organization. An 
even bigger – and significant – change is on the move, however, under which IoT information is 
processed through the ERP system..  
 
With IoT, most of the intermediate processes, such as orders, deliveries and manufacturing, are 
substantially altered or even replaced. ERP systems need to recognize this shift in activity. 
 

Porter and Heppelmann state, in the 
Harvard Business Review, “Another 
leap in productivity in the economy 
will be unleashed by these new and 
better (smart) products. In addition, 
producing them will reshape the value 

chain yet again, by changing product design, marketing, manufacturing, and after-sale service 
and by creating the need for new activities such as product data analytics ….”5 
 
A team of researchers supported by the National Science Foundation in the US is looking into 
the analytics issue and is charged with developing a framework for conducting data analytics 
across a variety of IoT devices. The framework will consist of an organization of software that 
will facilitate communications and research into the data.6 
 
To be relied on for business transactions and for feeding information into ERP systems, the IOT 
needs an infrastructure that can be trusted. That's where blockchain can help, “by ensuring that 
all data are cryptographically verified and tamper proofed in a distributed hyperledger that is 
shared by all commerce participants."7  
 
Blockchain works by recording a series of transactions linked by the signatures of the 
participants using their public and private keys. The linked transactions form a chain and a 
series of transactions form a block. Continuing transactions create new blocks and 
each block contains a cryptographic hash of the previous block, a timestamp and transaction 
data. 
 
When blockchain is used for, say, a supply chain, then the data are recorded in shared, 
distributed ledgers, visible to all the participants. All transactions must be approved by all 
participants. A supply chain affects an organization from the point of purchase to the ultimate 
sale of the product. Along the way, people in purchasing, production, manufacturing, logistics, 

As the numbers of buildings, cars, appliances and 
other things get connected to the internet, and the 
data generated by this connectivity grows in 
volume, the variety and sheer scope of the data 
available almost defies interpretation and analysis. 
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finance, marketing and sales need to have access to information about the flow of goods and 
the related financial aspects of the processes. 
 

Control and Transparency 
Since Satoshi Nakamoto first introduced blockchain,8 it has evolved. One of the potentially most 
useful aspects of this evolution is the emergence of “smart contracts,” which extend the 
content of a blockchain beyond the recording of routine transactions. 
 
Essentially, entries would flow from the record of smart contracts, under which commitments 
entered into by parties to a transaction would become part of the shared distributed ledger and 
then the settlement of that contract would be automatically implemented by the contract and 
also recorded in the distributed ledger. Thus, all parties to the contract would have a record of 
the entire transaction stream from beginning to end. Since these entries flow from the agreed 
contract, and are then generated by that contract independently of the parties, it forms a 
tremendously valuable part of the audit trail for those transactions. 
 

There are also safeguards built into 
blockchain to detect unauthorized 
changes in the data. One of the key 
methods participants have of 

ensuring that the blockchain is not changed in an unauthorized manner “is to use the hash 
string of the file as a digital fingerprint of that file. That fingerprint can be written into the 
Blockchain as a transaction.” 
 
Subsequently, the integrity of the file can be established by generating a new hash string, and 
comparing it to the hash string stored in the file. A match provides assurance that the file has 
not been altered. Any mismatches are visible for scrutiny. The nature of a blockchain improves 
the integrity of the record of transactions in the blockchain, but does not replace the need for 
controls. While systems can be strong, innovative minds can often find ways to compromise 
them. 
 
In the world of IoT, blockchain offers a good way to keep control over the transactions and 
provide a record of them in a form that is open to subsequent analysis. It has already proven 
itself in conducting and recording the trading of financial instruments. 
 
Financial accounting involves much more than routine transactions. As mentioned earlier, it 
involves a lot of judgmental matters. Typically, when financial statements are prepared, the 
results of transactions carried out are accumulated. Then, various journal entries are made to 
implement adjustments such as amortization, write-downs, revenue recognition deferrals, 
prepayments and other judgmental entries. The concept of smart contracts can be used for this 
purpose, to set up routine recurring adjusting entries for closing a reporting cycle on an 
automated basis. 
 

The nature of a blockchain improves the integrity of 
the record of transactions in the blockchain, but does 
not replace the need for controls. 
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Many people feel that blockchain will revolutionize accounting, because it enables an 
independent record of all transactions in a separate distributed ledger that is available, shared, 
independently recorded and immutable.  
 
To put it another way, blockchain is essentially a centralized database that utilizes cryptography 
to protect the data from being changed and also facilitates the sharing of the information in a 
transparent and open manner. And the data can provide a clear record of the flow of data and 
money throughout the supply chain. Another way it is usually described is as a distributed 
ledger technology, which means that transactions are recorded but are immediately available 
to others in the blockchain.  
 
Because blockchain offers a means of management 
control of goods as well as money, it is not only 
potentially useful for control purposes but also for 
reporting purposes. With blockchain, a vast array of 
information can be available on the transactions 
within the supply chain, including the people 
involved in those transactions, dates, quantities, products and other aspects of the transactions 
and assets involved. There are various good references to follow up on in this area. Deloitte 
released a very good paper that provides a comprehensive overview.9 
 
Blockchain is being adopted quite extensively, particularly in situations where smart contracts 
make sense and for transactions involving financial instruments. But, while the use of 
blockchain for financial accounting is in its infancy, there is a growing recognition of its 
usefulness for automatically recording vast numbers of transactions, such as those generated 
by IoT.   

 

The analysis from augmented 
analytics is likely to be more 
relevant than any conventional 
analytics and, in addition, requires 
little or no human intervention. 
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Technological Solutions 
 
Most people agree that data is the lifeblood of most companies in the current environment. 
More and more data is available, but this leads to a need for a great deal of work to make good 
use of it. Raw data must be collected, cleaned, analyzed and insights generated that are useful 
in conducting business. 
 
IoT data is voluminous, but does by its nature lend itself to automation. Blockchain would seem 
to be a good way to provide some comfort that the transactions are being carried out 
accurately while at the same time organizing the data in a form that can be absorbed more 
easily by ERP systems, all the while providing a good audit trail of those transactions. 
 
The data can also be analyzed through the use of techniques such as augmented analytics that 
make use of machine learning and artificial intelligence to automate the data cleaning and 
analysis processes. Augmented analytics engines build a database of business-based algorithms 
to enable the generation of insights from the analysis that will be based on specific business 
elements and relationships. The analysis from augmented analytics is likely to be more relevant 
than any conventional analytics and, in addition, requires little or no human intervention. 
 
IoT, Blockchain, ERP and Augmented Analytics together provide a technological answer to a 
business need in a data-based world.  
 

1 https://www.informationweek.com/big-data/using-blockchain-to-support-trustworthy-transactions-on-the-

iot/a/d-id/1333339. 
2 Ibid. 
3  Ted Rohm, “How IoT will dramatically impact Enterprise Resource Planning (ERP) systems,” IT World Canada 
(August 19, 2019). 
4 Drawn from a CorporateLiveWire Blog entry: http://www.corporatelivewire.com/blog.html?id=ten-examples-of-
the-internet-of-things-in-business.  
5 Michael E. Porter and James E. Heppelmann, “How Smart, Connected Products Are Transforming Competition,”  
Harvard Business Review (November 2014). 
6 The research is led by Stacy Patterson, the Clare Boothe Luce Assistant Professor of Computer Science at 
Rensselaer Polytechnic Institute (RPI). Read more at: http://phys.org/news/2016-03-internet-thingsa-framework-
analytics-digital.html#jCp. 
7 Ibid. 
8 In the White Paper, “Bitcoin: A Peer-to-Peer Electronic Cash System,” found at https://bitcoin.org/bitcoin.pdf.   
9 Deloitte, Blockchain Technology, A Game Changer in Accounting?, found at 
https://www2.deloitte.com/content/dam/Deloitte/de/Documents/Innovation/Blockchain_A%20game-
changer%20in%20accounting.pdf.  
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Book Review of Meltdown - Why Our Systems Fail and What We Can Do About 
It, by Chris Clearfield and Andras Tilcsik (Penguin Books, 2019)  
 
By Jonathan Andrews, CPA 
 
Systems today are highly complex - the 
possibility of failure is always with us. 
Meltdown – Why Our Systems Fail and What 
We Can Do About It provides a fascinating 
insight into this subject. Interesting and 
thought provoking, this 245-page book 
definitely delivers on the title, drawing 
attention to the problems and providing us 
with solutions.  
 
Meltdown is both entertaining and instructive, particularly for those with an interest in risk and risk 
mitigation. The authors capture the reader’s attention from the outset and hold it all the way through 
until the end.  
 
Meltdown was written by Chris Clearfield and András Tilcsik. Clearfield, a former derivatives trader, is a 
licensed commercial pilot. Tilcsik holds a PhD in organizational behaviour from Harvard and teaches 
disaster risk management at the University of Toronto. The authors’ combined backgrounds enable 
them to provide a winning book. Meltdown won the National Business Book Award in 2019 and was 
named a best book of the year by the Financial Times. 
 

In “Part One: Failure All Around Us” (three chapters), we are introduced 
to Charles Perrow, a sociologist and professor at Yale who was to 
revolutionize the science of catastrophic failure. Not long after the Three 
Mile Island partial meltdown of a nuclear reactor in 1979, a presidential 
commission asked Perrow to study the event. The result was a 40-page 
paper that was to form the basis of Perrow’s theory of why catastrophic 
failure occurs in systems.  
 
Perrow concluded that two factors make systems susceptible to failure: 
system complexity and “tight coupling.” The latter, a term borrowed from 
engineering, refers to a condition in systems where there is no buffer or 
slack between interdependent system components. 
 
The original work by Perrow was completed in the early 1980s, when 
power stations, airlines and dams were the typical systems of concern. 

Systems are now totally dependent on computer technology. The authors acknowledge this fact by 
providing a contemporary view, identifying measures and approaches that can be used to mitigate the 
risk of a “meltdown” today, whatever type of system or technology is involved. 
 
Moving forward, the authors draw attention to the present-day pervasive use of computer technology in 
all systems. In Part One, the authors take us through accidental system failures in organizations such as 
Starbucks, Yale University, Knight Capital, Deepwater Horizon and the UK Post Office. 
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Social media is an example of new technology development – it is complex and tightly coupled. As 
Starbucks and Yale University discovered, the use of social media does not always go as planned, and 
the fallout can be dramatic. The authors provide an extensive range of examples throughout the book. 
Some do not include technology, such as cooking a Christmas turkey. (We learn what can go wrong and 
how professional chefs prevent this from happening!) 
 

Charles Perrow developed his approach to accidental system failures in 
the early 1980s. Since then, we now have deliberate system failures 
occurring, such as those involving hacking and fraud. The authors 
describe hacking at Target, and organizational failures in Enron and the 
New York Times. Examples are provided where organizational 
complexity is used by others to cheat the system, resulting in accounting 

scandals, e.g., Enron and others, and the circumvention of pollution laws, e.g., VW. 
 
By the end of Part One, we have learned that most system failures have occurred because of system 
complexity and tight coupling. The more complex a system is and the tighter the coupling, the more 
likely a catastrophic failure will occur. 
 
Where computer technology is present, inevitably, systems become even more complex and less 
forgiving. Situations are created where small mistakes become massive failures. One needs to look no 
further than the recent Boeing Max 737 crashes to understand that defective systems and defective 
systems implementations not only cause problems, but also kill people. 
 
By the end of Part One, having learned of many situations where systems failed with disastrous results, 
the question becomes even more pressing: “Well, what can we do about it?”   
 
In “Part Two: Conquering Complexity” (seven chapters), the authors address the need for solutions, first 
shaking the reader up with this quote: 
 
“Safety systems are the biggest single source of catastrophic failure in complex, tightly coupled 
systems.” Charles Perrow 
 
Systems are designed in such a way as to prevent failures from occurring, right? Wrong – that is 
conventional thinking. Designers are unlikely to anticipate all possibilities leading to system failure, 
especially in complex systems, and then to decide how to respond to such failures. In this second part of 
the book, the authors continue to provide us with more examples of failures and now suggest solutions 
how to avert them.  
 
We begin with the obvious: simplify systems, make them more transparent and add slack. However that 
is not always possible – as the authors point out, this is only the beginning.  
 
Each chapter in Part Two contains real-world situations to illustrate the points being made and solutions 
introduced. Examples are drawn from many sources, such as airplane disasters, hospital drug overdoses, 
tsunamis, house buying, water supplies, vanishing trains, invisible hills, infant mortalities, bank failures, 
and many more. 
 
Turning to solutions, we learn about: 

“Safety systems are the 
biggest single source of 
catastrophic failure in 
complex, tightly coupled 
systems.”  Charles Perrow 
Perrow.” 
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• Adding structure to decisions – determine what to do first.

• Looking for warning signs – decide how to respond.

• Encouraging people to speak out – listen to what they are saying.

• Using gender and cultural diversity – snap people out of their comfort zones.

• Introducing an outsider’s perspective – be objective and don’t be blind-sided.

• Pausing and stepping back – test all options.

• Being prepared for the unexpected – anything can happen.

In providing solutions, the authors encourage the reader to challenge conventional approaches and 
norms of behaviour. Examples help the reader to understand more deeply how failures can occur and 
how system deficiencies can be avoided. 

Meltdown is an excellent resource for those interested in identifying solutions for mitigating risk, 
typically where failures in seemingly unrelated system components can have catastrophic results. 
Although the book may not make it any easier to persuade others to understand what they may need to 
do (and spend) to avert potential system failures, it provides an excellent incentive to do so. 

⚮
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